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  The ERP system supports most of the business system that maintains in a single data-
base the data needed for a variety of business functions such as Manufacturing, SCM, Finan-
cials, Projects, Human Resources and CRM; the audit of this systems is necessary in order to 
give reasonable assurance to the company on its core system. Obtained evidence evaluation 
can ensure whether the organization's IT&C system safeguard assets, maintains data integri-
ty, and is operating effectively and efficiently to achieve the organization's goals or objec-
tives. The audit process respecting the methodology based on: gathering information and 
plan; obtaining an understanding of internal controls; performing test of controls and subs-
tantive tests, develop a control support on quality of flow of information and knowledge from 
formal perspective, for Knowledge Management in large enterprises.  
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ntroduction  
Enterprise resource planning ERP is the 

planning of how business resources mate-
rials, employees, customers etc. are acquired 
and moved from one state to another. 
An ERP system supports most of the busi-
ness system that maintains in a single data-
base the data needed for a variety of business 
functions such as Manufacturing, Supply 
Chain Management, Financials, Projects, 
Human Resources and Customer Relation-
ship Management. 
Common database can allow every depart-
ment of a business to store and retrieve in-
formation in real-time. The modular software 
design permits to a business to select the 
modules they need, mix and match modules 
from different vendors, and add new modules 
of their own to improve business perfor-
mance. 
 
IT Audit  
IT system audit can generally be described as 
the process of obtaining and evaluating evi-
dence to determine whether an IT system sa-
feguards the organizational assets, uses re-
sources efficiently, maintains data security 
and integrity and fulfils the business objec-
tives effectively. During the audit, the audi-
tors look for evidence that indicates:  
• The organization has designed effective 

controls to address their compliance require-
ments and that there are no design deficien-
cies.  
• The organization consistently applies the 
controls they have designed and that there are 
no operational deficiencies.  
IT audit process normally involves the fol-
lowing steps: 
• Planning 
• Evaluation of controls 
• Evidence collection and evaluation 
• Reporting and follow up 
Proper planning assists the auditor in: 
• The direction and control of his work; 
• Highlighting critical areas; 
• Allocation of audit resources towards more 
important areas; 
• Setting time frame and targets for review 
work; 
• Obtaining sufficient, reliable and relevant 
audit evidence and 
• Subsequently aid the auditing in decision 
making. 
When planning the IT audit work, the auditor 
should take into account the type of the audit 
evidence to be gathered, its use as audit evi-
dence to meet audit objectives and its varying 
levels of reliability.  
Among the things to be considered are the 
independence and qualification of the pro-
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vider of the audit evidence. For example, cor-
roborative audit evidence from an indepen-
dent third party can sometimes be more reli-
able than audit evidence from the organiza-
tion being audited.  
Physical audit evidence is generally more re-
liable than the representations of an individu-
al. 
The types of audit evidence, which the audi-
tor should consider using, include: 
• Observed process and existence of physical 
items 
• Documentary audit evidence (including 
electronic records) 
• Analysis( including IT enabled analysis us-
ing CAATs) 
The report should be complete, accurate, ob-
jective, convincing, and as clear and concise 
as the subject permits. The report should in-
clude all significant audit findings. When a 
finding requires explanation, the auditor 
should describe the finding, its cause and its 
risk. IT audit is not effective if audits are per-
formed and reports issued, but no follow-up 
is conducted to determine if audited organi-
zation has taken appropriate corrective ac-
tion. The auditor should have a follow-up 
program to determine if agreed corrective ac-
tions have been implemented.   
 
ERP Systems audit  
The ERP systems audit is difficult to be per-
formed, due to system complexity and im-
plementation customizations required by the 
business profile and company management. 
In order to perform this audit we appreciate 
that the auditor has to define the major areas 
from the ERP system important on the audit 
mission and the prerequisites requests neces-
sary for carrying out an audit for assessing 
security and privacy issues in ERP. 
From the prerequisites requests we have se-
lected the following: 
• Understanding the business 
• Understanding the enterprise structure 
• Obtain access to the system 
Understand the business 
Understand the business and the risks specif-
ic to that business and its operations. This is 
the first basic step, not only in ERP audit, but 

in any kind of audit. 
Understand the enterprise structure 
Understand the enterprise structure. The 
complexity of ERP arises from the fact that it 
attempts to encompass the entire business 
cycle of the enterprise, covering all major 
functions and all parts of the organization in 
its wake, including financial accounting, hu-
man resources and management information.  
The mapping of the various organization 
units is reflected in the enterprise structure in 
the ERP. An accurate understanding of the 
enterprise structure is the first step to carry-
ing out an audit. 
Obtain access to the system 
Obtain access to the system. The audit of an 
ERP cannot be done by having someone gen-
erate reports and show them to the auditor. 
The information systems (IS) auditor should 
verify the various settings and data in the 
system by seeing them in the "live" system. 
For this, the auditor should obtain a user ID 
in the production system with read-only 
access to all modules and features. Needless 
to say, the auditor would need to have a good 
grasp of SAP and use the access with due 
care. 
Discussing about the ERP audit, we believe 
that it’s important to analyze the major areas 
of audit: 
• Evaluating access control  
• User ID evaluation  
• Evaluation of configurations relating to 

business processes 
• Change management  
• Interfaces  
• Privacy  
Evaluating access control - all the data in the 
ERP are in one single database. Access to the 
data has to be secured not only at the applica-
tion level, but also at the operating system, 
database and network levels through suitable 
controls. The IS auditor will review the net-
work, OS and DBMS before evaluating the 
access controls in the application. 
Access control evaluation in an ERP is a 
complex exercise and requires good skills 
with the particular ERP. Many ERPs use the 
concept of roles, assigning standard authori-
zations to the roles and attaching the roles to 
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users as per their job descriptions and duties 
required to be performed. Each role proper-
ties and the users defined for each role will 
be verified during the audit. 
User ID evaluation - for auditing access con-
trol a list of authorized users and their privi-
leges will be obtained. The IS auditor will al-
so obtain the list of standard roles and the au-
thorizations required for the roles. 
The next step is to ascertain that all the au-
thorized users have the appropriate privileges 
in line with their job responsibilities. To do 
this, the auditor should examine the roles that 
have been assigned to the various users, and 
ensure that the roles are in sync with their 
current job responsibilities. The next step is 
to identify from the system the authorizations 
and privileges associated with each of the 
roles in use, to ensure that roles, as defined in 
the system, are in line with what the role is 
expected to be. 
It is good to approach access control evalua-
tion from the perspective of critical functions 
and activities that would be required to be 
carried out only by specific authorized per-
sonnel. This would require a thorough know-
ledge of the ERP system to identify certain 
critical transactions. The IS auditor will 
query the system to determine the users who 
have authorization to execute such activities 
and options. The IS auditor will evaluate 
whether the list is aligned with the approved 
policies of the company. 
Verification and evaluation of configurations 
relating to business processes - the process 
flow in every business activity and the possi-
ble options for carrying out these activities 
are decided by the configurations in the sys-
tem.  
Such configurations exist in every process 
and module. The best way to do this is to ap-
proach it from the business risk perspective 
and identify the configurations pertaining to 
those processes. Each of these configurations 
can be seen on the system by executing cer-
tain commands or following a certain path in 
the menu.  
An audit program that lists these and the 
possible values and options of these are 
usually used to carry out this evaluation. 

Change management - the way modifications 
are done to the programs and the configura-
tions, the effective segregation between the 
development and production environments, 
the processes for testing, quality assurance 
and migration need to be reviewed by the au-
ditor. 
Interfaces - because ERPs invariably need to 
send or receive data from other systems. In-
terfaces can be simple batch uploads of data 
or real-time data movement from multiple 
systems to and from the ERP through an in-
tegration middleware platform. An interface 
has the potential to become a weak point that 
can compromise security.  Audit scrutiny 
of interfaces is one of the important aspects 
of ERP security reviews. Controls should ex-
ist to validate data before upload and verify 
accuracy and integrity through control totals 
and logs 
Privacy – because ERPs are such a large re-
pository of different kinds of data that they 
can impact privacy issues in a significant 
way. Most ERPs have a human resources and 
personnel module, and such modules handle 
a lot of data about the employees of the com-
pany. The ERP can also hold information 
about customers, suppliers and partners. 
 
Conclusion 
There are ways to make the audit process 
more efficient and less difficult. These in-
clude:  
• Develop metrics and procedures for dif-
ferent areas of the audit process in order to 
improve the efficiency in addressing those 
areas. 
• Software development in order to permit 
automatic data extract and analysis, this 
measure will reduce the time allocate for sys-
tem review and will improve the accuracy of 
the results. 
• Take advantage of IT controls framework 
that are already developed, by defining own 
frameworks to address different cultural and 
business specifications. 
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