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This article studies the main changes inflicted by COVID-19 on the cybersecurity field. First, 

we analyze the main changes in how people used technology during the pandemic compared to 

before. The changes are classified into two categories: those that take place in the personal life 

and those specific to the professional environment. Then, the article studies to what extent each 

of the two categories impacted the cybersecurity domain. The main types of attacks that raised 

in popularity during the pandemic are discussed, together with causes, consequences, and mit-

igation strategies. Our work shows that the most important changes in terms of incidents have 

been related to ransomware, phishing, and remote desktop protocol (RDP) attacks. We studied 

how COVID-19 restrictions generated the increase in phishing and RDP attacks. Then, to prove 

that ransomware was also influenced by the pandemic, we had to validate our hypothesis that 

the increase in both RDP and phishing attacks were the main causes of the intensification of 

ransomware attacks. We obtained strong correlation indicators which validated our hypothe-

sis. The measures taken by companies are further discussed, whether they are cybersecurity-

related companies or specialized in other areas. The paper also studies the evolution of cyber-

security companies' stocks before and after the start of the pandemic. A correlation matrix 

based on the stock price evolution was performed, which indicates the influence of the pandemic 

on cybersecurity. 
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Introduction 

The COVID-19 pandemic had a major im-

pact on all economic sectors. In order to adapt 

to lockdown measures, people started to use 

information technology at an increased rate. 

The growth in technology adoption took place 

in both personal and professional activities. 

Due to the restrictions, many people migrated 

some of their activities from physical to digi-

tal environment, in areas such as e-commerce 

(and m-commerce), communication, and en-

tertainment [1], [2]. Many inexperienced us-

ers started to use IT much more often, becom-

ing the ideal target for cyberattacks, such as 

phishing, impersonation, web-skimming, or 

credential stuffing. As a result, in 2020 there 

was a tremendous increase in server-side at-

tacks, focused especially on shopping cart in-

formation [3]. 

Manifold problems have appeared or intensi-

fied in the professional environment as well. 

Most of the organizations had to relocate their 

activities and allow their employees to work 

from home. Not only was that a very difficult 

process, but it was also urgent since the 

spreading speed of Coronavirus came as a sur-

prise for humankind. While working re-

motely, people couldn’t benefit from the same 

cybersecurity protection as they had at work. 

The vast majority of technical reports ana-

lyzed in this paper paid close attention to the 

security breaches due to remote work, such as 

the use of vulnerable infrastructure or the use 

of unsecured remote desktop protocol (RDP) 

connections. 

These changes also had an important impact 

on the web services providers since the web 

traffic increased significantly overnight. Inter-

net providers faced an overuse of their infra-

structure which led to a decrease in speed and 

even downtimes. Moreover, in the first couple 

of months after the start of the pandemic, 

many companies which provided video-con-

ferencing platforms encountered technical 

problems.  

Since everybody was more concerned with 

1 
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how to adapt in order to continue the daily ac-

tivity further, less attention was paid to secu-

rity which created multiple opportunities for 

the attackers. In the context of the weakening 

of the companies’ cybersecurity, there was a 

significant increase in incidents. Arguably, 

the worst consequences have occurred in the 

rise of ransomware attacks, in terms of the 

number of successful attacks as well as the 

ransom that was paid by companies. Other im-

portant changes were registered in phishing, 

supply chain attacks, RDP attacks, data 

breaches, brute-force, and DDoS attacks [4], 

[5], [6]. 

This article focuses on the changes related to 

cybersecurity in 2020 compared to 2019, es-

pecially those caused by the COVID-19 pan-

demic. Section 2 studies the main differences 

in how people are using the technology before 

and after the start of the pandemic and classi-

fies the changes into two categories: personal 

and professional. Section 3 describes the main 

cybersecurity threats in 2020 and compares 

them with those of the previous year.  In sec-

tion 4 we study the main measures taken by 

companies to ensure the highest level of secu-

rity. Their solutions are analyzed from the 

point of view of the companies which are spe-

cialized in cybersecurity, as well as those 

which are not. As expected, most of the new 

cybersecurity incidents were inflicted by 

COVID-19, since the pandemic determined 

changes in how people used information and 

communication technologies.  

We also selected some of the leading cyberse-

curity companies and analyzed the evolution 

of their stock prices before and after the start 

of the pandemic, in order to better understand 

its impact. Section 5 presents several correla-

tions that illustrate how the changes caused by 

COVID-19 in the way people use technology 

influence cybersecurity. The last section con-

cludes the article and discusses new trends in 

computer security. 

 

2 Main changes caused by the pandemic in 

the way people use technology 

Lockdown measures adoption has signifi-

cantly increased the technology usage and in-

fluenced how it was used. People needed tech-

nology for both personal and professional ac-

tivities. Since 2009 the mobile device usage 

for internet navigation has been in continuous 

growth while desktop usage for the same pur-

poses showed a continuous decline. In 2016, 

the use of mobile devices exceeded the use of 

desktops in terms of internet traffic. The trend 

continued until the beginning of 2020. During 

the Pandemic, from April 1st to December 31, 

2020, there has been an increase in desktop us-

age compared to the same period in 2019, 

from 45.52% to 45.65%. However, 

smartphone usage continued to grow, from 

50.82% to 51.57%, but tablet device usage de-

creased significantly from 3.50% to 2.77% 

[7]. The global increase in desktop usage can 

be attributed to the COVID pandemic since 

people changed their usual activities both in 

personal and professional life. 

 

2.1 Personal Life Changes 

E-commerce 

The global e-commerce market size has in-

creased by almost 27% in 2020. Figure 1 

shows the global e-commerce growth for the 

last 6 years [8]. The yearly increase rate was 

declining and in 2020, in the absence of spe-

cial events, a growth of around 12% was ex-

pected. This indicates that the pandemic had a 

strong impact on e-commerce. 
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Fig. 1. Global e-commerce annual growth [8] 

 

Communication and social media 

Since face-to-face interaction has become less 

and less possible, people have started to com-

municate more on social media or video-con-

ference platforms. In the first half of 2020, so-

cial media application usage grew by four per-

cent. According to [9], an American is spend-

ing on average approximately seven more 

minutes online than before pandemic, and half 

of the American adults stated that they were 

using social media more than they ever did be-

fore.  

After the start of the pandemic, social media 

started to be used more for distance learning, 

healthcare, remote monitoring, and dissemi-

nation of information. Alongside many ad-

vantages, social media was also massively 

used for misinformation [10]. 

The use of video conferencing platforms had 

an unprecedented increase which can be con-

nected to COVID-19 consequences. The most 

spectacular growth was registered by Zoom, 

increasing from approximately 10 million us-

ers in December 2019 to over 200 million in 

March 2020 [11] and more than 300 million in 

April 2020 [12]. 

 

Entertaining 

As a form of entertainment, the main changes 

in digital activities consist in spending more 

time on social media, watching video-stream-

ing, or playing games. 

Between Q2 and Q1 2020, Netflix registered 

a growth of over 10 million users, compared 

to only 2.7 million users in the same time 

frame in 2019 [13]. On Twitch, the number of 

hours streamed in January 2019 was approxi-

mately 41.5 million decreasing to 39.3 million 

in January 2020 but growing to a record of 

88.7 million in January 2021 [14], which can 

be directly attributed to the lifestyle changes 

generated by the pandemic measures. 

 

News 

Besides the direct medical implications, 

COVID-19 influenced the population at an 

emotional level. People have often become 

impatient and wanted to find out as soon as 

possible about new information on Covid-19-

related topics, such as vaccines, new treatment 

solutions, or restrictions. Study [15] discusses 

to what extent COVID-19 influenced how 

people consume news. In the middle of March 

2020, a third of the total time reading news 

was spent on pandemic-related topics. 

 

Education 

During lockdown measures, the educational 

process was moved to the digital environment 

relying on e-learning platforms. In addition to 

e-learning platforms, social media and video 

conferencing platforms have been widely 

used in the online educational process. Article 

[16] states that Google Classroom had already 

doubled the number of users on April 10, com-

pared to the beginning of March.  

 

2.2 General changes at work 
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Organizations had to adapt urgently to the re-

strictions, therefore many technological 

changes were made to keep the operational 

processes functional. Some of the most im-

portant changes connected to IT are discussed 

below. 

 

Many inexperienced users started using 

new technologies 

Facing the lockdowns, many companies had 

to change their operational technology, forc-

ing employees to adapt in a very short amount 

of time. Many users had to switch to virtual 

communication and start using various appli-

cations, such as video-conferencing ones. Alt-

hough these types of applications are consid-

ered easy-to-use, a lack of experience can be 

considered an opportunity for attackers.  

 

Working from home 

This is arguably the most important change 

for most companies in 2020. While working 

from home, employees were deprived of the 

protection they usually had at the office, such 

as corporate network, advanced firewall, re-

ceptionist, or safety guard to make sure no 

stranger has access to the intranet, etc. Ac-

cordingly, people had to rely on much more 

vulnerable infrastructure. Some of the organi-

zations adapted fast and provided portable de-

vices to employees, which were configured by 

IT staff. However, the level of security was 

much lower for several reasons such as: 

a. the short adaptation period suffocated the 

IT staff, and many of the configurations 

were not properly done; 

b. numerous unsecured RDP connections 

were created;  

c. even when virtual private networks 

(VPNs) were used, that did not fully en-

sure the security of the connection, since 

some of them were misconfigured 

d. working from home, people tended to fol-

low less strictly the procedures, rules, and 

recommendations; 

e. vulnerable home Wi-Fi connections were 

used; 

f. the use of personal computers for work. 

Many organizations did not afford to buy and 

configure devices for their employees, there-

fore they had to work on personal devices. 

This has generated numerous security issues. 

First, there was a lack of security restrictions, 

without which people are more liable to install 

various applications that may contain mal-

ware. Also, there was a lack of proper soft-

ware protection, such as a professional fire-

wall or antivirus. Not least, a personal com-

puter is more likely to be used by more than 

only one person in the household [17]. 

 

Increase in cloud-based solution usage 

Facing lockdown restrictions, many compa-

nies chose to migrate from local solutions to 

cloud-ones. The cloud computing services 

market had increased by 32% from 2019 to 

2020 [18]. 

 

The rise in video-conferencing usage 

Since the face-to-face meetings were not pos-

sible, the video-conference applications came 

as the only viable solution. 

 

3 Cybersecurity Changes due to COVID-19 

Pandemic 

The pandemic generated numerous opportuni-

ties that black hat hackers were ready to take 

advantage of. According to [19], during the 

shift from work at the company to remote 

work, more than one-third of companies sur-

veyed experienced breaches, and subse-

quently 60% were experiencing more cyber-

security incidents than before the pandemic.  

This section describes the types of cyber inci-

dents which showed the highest increases in 

the number or/and impact in 2020 compared 

to previous years. We analyzed the particular-

ities of those events in relation to the changes 

caused by COVID-19 in both people's per-

sonal and professional lives. Table 1 presents 

the main categories identified. Subsequently, 

they are discussed one by one. 
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Table 1. The main types of incidents during the pandemic 

    Specificity 

No Type of incident Personal life changes Professional environment changes 

1 Ransomware To a small extent To a large extent 

2 Phishing To a large extent To a large extent 

3 RDP attacks No Yes 

4 Brute-force No Yes 

5 Supply chain attacks No Yes 

6 Web-skimming Yes Insignificant 

7 Data exfiltration To a small extent To a large extent 

 

3.1 Ransomware 

The most significant change in 2020 consisted 

of the rise of ransomware attacks. There are 

several reasons behind it, discussed in this 

section, but the most important seems to be the 

shift from work at the office to work from 

home. Personal changes also influenced the 

ransomware attacks, but to a smaller degree. 

The first critical period was during March 

2020, when many companies were forced to 

urgently close their offices and shift their ac-

tivities to the digital environment. Since their 

main concerns were at the operational level, 

for an amount of time security was severely 

neglected and many black hat hackers found 

numerous opportunities [20]. 

Due to the increase in RDP connections, at-

tackers could easily enter a virtual space, 

which previously was open just for the organ-

ization’s members. They no longer needed to 

physically reach the office where the devices 

were used, but it was enough to compromise 

the computers used by employees in their 

homes. 

According to [17], people have an increased 

tendency to use their personal computers 

(PCs) when working from home. This is bad 

for several reasons: (1) PC-s usually have two 

times more infections compared to business 

devices (11.2% compared to 5.62% in 2020), 

(2) working home users often use unencrypted 

online services for sharing files, (3) usually 

household members share a single admin ac-

count, (4) applications, OS and browsers are 

not updated on PCs as frequently as they are 

on business devices [17]. 

Another important cause of ransomware con-

sists of phishing emails. In a study performed 

by [21], 73% of the small to medium-sized 

businesses (MSPs) reported phishing e-mails 

as one of the main causes of ransomware in 

2020. 

 

Changes in the mode of operation of the at-

tackers 

In the first half of 2020, there was an increase 

of 72% in new ransomware samples targeting 

organizations [22]. The study performed by 

[23] shows that the vast majority of cyberse-

curity incidents suffered by companies in 

2020 involve malware with ransomware (ap-

prox. 70%) and only 30% malware without. 

The rise of malware in 2020 was massively in-

fluenced by COVID-19 changes, but also due 

to the technical evolution of the attacks. As 

[17] points out, in the last 12 months the at-

tacks involved methods that are associated 

with complex targeted attacks, similar to those 

performed by nation-state actors [24], “in 

which adversaries employ credential theft and 

lateral movement methods traditionally asso-

ciated with targeted attacks such as those from 

nation-state actors” [24]. According to [25], 

data exfiltration techniques were very popular 

lately, doubling from Q2 2020 to Q3 2020. 

Those larger attacks can be divided into three 

phases: (1) the initial infection, (2) the lateral 

movement, and (3) the ransomware attack. In 

the second phase, the attackers look for im-

portant assets, such as sensitive data. Based on 

the estimated value of the assets they set a ran-

som amount. In the last phase, they launch the 

attack, usually during the weekend or holidays 

when there is a smaller chance of reactions. 

Sometimes, there can be one to three weeks 

between the second and third phase [23] and 
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this is a crucial time for companies to react 

and minimize the damages. Article [25] dis-

cusses the rentability of paying ransoms after 

suffering a ransomware attack, as well as the 

risks of not getting back the assets or/and new 

possible attacks. 

Since ransomware has already been a threat 

for several years, many companies have de-

veloped damage control solutions to recover 

from ransomware attacks.  In the last year, to 

counterattack the decision of companies that 

refuse to pay the ransom, cybercriminals very 

often launched threats to release sensitive data 

[26]. Compared to a few years ago, now there 

is not only the risk of losing data, but also 

other risks such as damaged reputation which 

may lead to loss of clients, or even fines for 

violating laws such as GDPR. 

To mediate and facilitate communication be-

tween victims and attackers, specialized or-

ganizations were created. Such actors help the 

compromised companies to recover their data. 

Besides negotiating a smaller ransom or better 

conditions, they also increased the chances of 

getting back the assets after paying the ran-

som, since they publish periodical lists about 

which ransomware organizations respect their 

agreement and which not [26]. Such agree-

ment violations include re-extortion weeks or 

months later, threatening to post the same 

data, data posted although the company has 

paid, fake files showed as proof of deletion 

[25]. 

The most damaging ransomware types in Q3 

of 2020 were Sodinokibi, Maze, and Net-

walker, totalizing around 40% of the market 

share [25]. According to [25] the average 

downtime caused by a successful Ransom-

ware attack was 19 days in Q3 of 2020, three 

days longer than in Q2 of 2020 [27], and seven 

days longer than the average downtime in Q3 

2019.  

 

3.2 Phishing 

Phishing is considered one of the main tech-

niques used to deliver malware. For this rea-

son, phishing is often connected with ransom-

ware. As expected, phishing remained very 

successful in 2020, since COVID-19 created a 

series of favorable premises. According to 

[28] the attackers reacted very quickly to 

changes, and the phishing attacks involving 

Coronavirus increased by over 650% in just 

one month, from February to March 2020. 

Phishing raised during COVID-19 because of 

both personal and professional activities 

changes. 

 

Phishing in e-commerce 

Many phishing attacks target card infor-

mation. In March 2020, just when most of the 

countries all over the world were implement-

ing lockdown measures, web skimming in-

creased by 26% [29]. 

 

Phishing social media/communication 

Since people started to spend more time on so-

cial media, there has been an increase in social 

media use for targeted attacks. Technical re-

port [30] assesses this as a serious trend that 

can reach different domains and generate dif-

ferent types of threats. 

 

Phishing via news 

As soon as a significant event happens, attack-

ers are ready to create posts with news about 

it. In these articles which may appear legiti-

mate, they attach phishing links that can com-

promise the users’ security. The pandemic 

generated many emotions for people all over 

the world, which attackers were ready to take 

advantage of [3]. 

Companies were largely affected by COVID-

19 changes which lead to a significant in-

crease in phishing. Due to the magnitude of 

the pandemic, many people became nervous 

when facing the COVID-19 related infor-

mation. At the beginning of the pandemic, 

there has been an overwhelming number of 

COVID-related emails. Besides using emails, 

“powerful phishing lures include phone 

scams, smishing, fake invoices, payments, 

quotations and purchase, and sales orders” 

[24]. 

Phishing is often connected to spam tactics, 

leading inexperienced or unfocused users to a 

compromised website, from which unnoticed 

malware is downloaded. The main cause of 

successful phishing attacks (as well as 

cyberattacks in general) consists of a lack of 
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security education amongst employees. Study 

[31] highlights that “only 3% of penetration 

tests included social engineering” drawing at-

tention to the fact that organizations do not 

make sufficient efforts to reduce this risk. 

Phishing is usually launched via emails to a 

huge number of users, from which a relatively 

small percentage will take the bait. However, 

in 2020, it was very effective a particular form 

of phishing, called spear phishing, which is a 

targeted type of attack where the attackers 

study carefully the victim before the interac-

tion. Thereby, “the scam appears more au-

thentic, making spear phishing one of the most 

successful types of attack on enterprises’ net-

works”. This was one of the most successful 

forms of cyberattacks launched against com-

panies lately [32]. 

Attackers use many social engineering tech-

niques to convince recipients to navigate to 

malicious websites or to open infected attach-

ments. Usually, spear phishing e-mails con-

tain macro-enabled Microsoft Office files 

which contain malware. More and more often, 

business email compromise (BEC) attacks are 

successful. According to [33] there has been a 

15% increase in BECs from Q2 to Q3 2020. 

Also, in 2020 has been observed a significant 

increase in emails with malicious documents 

attached, usually containing pandemic-related 

information “seemingly sent from trusted 

sources – such as the Center of Disease Con-

trol and Prevention (CDC) and the World 

Health Organization (WHO). The operators of 

the Emotet banking Trojan were among the 

first to leverage the coronavirus scare to try 

and distribute their malware this way” [34].  

 

3.3 Remote Desktop Protocol attacks 

The Microsoft system of remote controlling 

machines is mostly used by admins to connect 

to machines via the network. Unfortunately, 

due to lockdown measures, more and more 

RDP connections were left open, allowing at-

tackers to target them. Report [17] states that 

RDP became in 2020 the favorite method of 

attackers to deliver ransomware, topping 

spam campaigns. 

Study [17] estimates an increase of 40% in un-

secured RDP machines from February to 

March 2020. Figure 2 illustrates the evolution 

of brute-force generic RDP attacks in 2020 

compared to 2019. As it can be observed, at-

tackers began to be very active just when the 

lockdown measures started. Also, many com-

promised RDP connections were sold on Dark 

Web this year [13]. 

 

 
Fig. 2. The number of brute-force generic RDP attacks [35] 

 

Although RDP attacks were already very pop-

ular in 2020, report [4] anticipates another 

growth in 2021 in terms of RDP, VPN, and 

other remote services exploits. 

The good part regarding RDP incidents is that 
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easily mitigated by using multi-factor authen-

tication and/or by implementing RDP over 

VPN. However, during COVID-19 the opera-

tional process was the priority, and many such 

security measures were neglected. These 

measures are not expected to be taken over-

night, furthermore [4] states that many attack-

ers consider that although VPNs offer in-

creased security, they are still a potential gate-

way into an organization’s network. 

 

3.4 Brute-force attacks 

Forced by circumstances, many organizations 

migrated their activities to the cloud or used 

RDP and VPN connections. These changes 

have generated a significant growth of brute-

force attacks, as discussed above. 

 

3.5  Supply chain attacks 

This type of attack consists of compromising 

the security of a target, by penetrating a third-

party software package that interacts with the 

victim. It was very popular in 2020 since over 

60% of attacks are traced to third parties. The 

most targeted type of software was the open 

source, where it was registered an increase of 

approximately 430% attacks [4]. 

The attacker’s interest in supply chain attacks 

resides in the fact that any vulnerabil-

ity/breach found in a third-party is a potential 

breach to all other software that uses that 

third-party. 

The most popular supply chain attack in 2020 

was by far the SolarWinds hack. By managing 

to push malware in an update package of the 

Orion software, over 18000 SolarWinds cus-

tomers were affected, including US agencies, 

as well as big tech companies such as Mi-

crosoft or Intel [4]. 

 

3.6  Web Skimming 

Web skimming, also known as card skim-

ming, refers to internet or carding fraud which 

involves stealing payment information. The 

attack usually happens on a payment page of 

a compromised website. The malware is usu-

ally injected into the website via a compro-

mised third-party. 

The rise of e-commerce during the pandemic 

quickly attracted the interest of villains for 

two reasons: (1) there has been an increase in 

the number of new e-commerce users during 

lockdowns, who are generally very poorly 

trained in terms of security and (2) the current 

users have started using e-commerce more of-

ten. In March 2020 has been an increase of 

over 25% in online credit card skimming in 

the context of the massive growth of e-com-

merce [36]. 

 

3.7  Data exfiltration 

Data exfiltration consists of one or more un-

authorized data transfers. Some of the most 

common causes for data exfiltration include 

outbound email, downloads to unsecured de-

vices, uploads to external devices, or non-se-

cured behavior in the cloud [37]. 

Due to the increase in various types of suc-

cessful attacks in 2020 such as phishing, RDP 

attacks, credential theft, brute-force, or 

DDOS, numerous cases of data leakage have 

been registered lately. Some of the stolen data 

has been available to be purchased on Dark 

Web. 

A major interest in 2020 was related to 

healthcare data, with a 25% increase in the 

number of data breaches of 500 or more rec-

ords compared to the previous year in the US. 

However, significant growth was registered 

from 2018 to 2019 as well [38], from which 

we can deduce that the attackers’ increased in-

terest in healthcare data cannot be attributed 

solely to the pandemic, but most likely to the 

regulations related to the protection of per-

sonal data adopted in the last several years, 

which involved increased sanctions. 

In 2020 compared to 2019, there has been a 

decrease of approximately 30% in the number 

of data breaches in the US, as well as the num-

ber of individuals impacted [39]. Also, ac-

cording to [40] there has been a decrease in 

the average total costs caused by data breaches 

in 2020 compared to 2019 in the USA.  

It is very interesting that despite the overall 

growth in the number of cybersecurity inci-

dents during pandemic we have a decrease in 

terms of data breaches. This can be attributed 

to several reasons such as (1) many companies 

switched to cloud solutions which increased 

data security, (2) authorities were milder with 
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penalties in the context of the pandemic. As 

the fines were lower, the attackers were no 

longer as motivated in data exfiltration as be-

fore, because the rewards they could claim 

would have been reduced. 

In the last several years, companies have been 

obliged to take many measures to protect their 

clients’ data through legislative measures 

such as GDPR. However, [31] points out that 

during pandemic many companies violated 

standards and regulations most of the time un-

intentionally to urgently implement remote 

work. “Throughout 2020, Supervisory Au-

thority/ Regulatory activity was light” com-

pared to normal standards and the number of 

fines remained very low [31]. 

 

4 Cybersecurity Measures taken by Com-

panies 

Due to COVID-19, worldwide companies 

were suddenly and severely affected and 

needed to quickly adapt. The main concern 

was the operational level, which had to be re-

stored on very short notice, and at the begin-

ning of the pandemic, companies had a short 

time to pay due attention to cybersecurity. 

Therefore, the first couple of months after the 

global lockdowns started were the most diffi-

cult. According to the study [41], half of the 

companies have registered an increase in 

terms of alerts after the start of the pandemic. 

The average rise in alerts for these companies 

was 34.2%. Facing such difficulties, compa-

nies had to react, below are discussed the main 

changes. 

 

The increase of the cybersecurity budget 

Until the end of 2020, according to [23] com-

panies increased their cybersecurity budgets 

by 39%, planning to continue to increase 

spending in the future. Also, compared to 

2019, twice as many companies responded to 

cybersecurity incidents by increasing the se-

curity, either by adding more software solu-

tions or by investing in the training of employ-

ees. 

Report [19] conducted a survey on big com-

panies in the middle of 2020 and found that 

most companies were planning to make major 

investments to secure remote work. 92% of 

the respondents were expecting an increase in 

the budget of remote work technologies, and 

around 60% were planning to invest over 

250.000 USD in the next 2 years for invest-

ments. 75% of the participants consider in-

vesting in cloud security, VPNs, or network 

access control technologies. Other invest-

ments considered were IT personnel (50%), 

endpoint detection and response (48%), and 

business continuity plan (48%). 

 

The migration to cloud solutions 

According to [31], in 2020 it has been a drop 

in terms of outdated software as the main crit-

ical vulnerability identified in penetration 

tests. In 2018 and 2019, 50% of the penetra-

tion test reports identified outdated software 

as a critical flaw, but in 2020 it decreased to 

32%. The possible explanation consists of the 

mass adoption of cloud solution services, 

where the provider maintains the components 

up to date [31]. 

It is expected that more and more companies 

will migrate to the cloud, many companies be-

coming entirely cloud-based. This tendency 

will have a massive impact on the cybersecu-

rity landscape. The attackers will try different 

strategies and cybersecurity experts will need 

to adapt. As an example, the penetration test-

ing process will meet new limitations on what 

can and what cannot be tested [31]. 

 

Companies paid more ransom than before 

In 2020, ransomware generated substantial 

losses for companies. According to [42], the 

global average cost necessary to remedy a 

successful ransomware attack performed on a 

corporation was 761.106 USD. Considering 

the financial potential losses, more than 6% of 

the companies chose to pay the ransom in 

2020 [23], since for the large companies the 

average downtime cost is 24 times higher than 

the cost of ransom [21]. 

Besides direct financial losses, ransomware 

can also imply other types of losses such as a 

decrease in business productivity, important 

data losses, damaged reputation, loss of cus-

tomers, payment of fines, or other types of 

compensation. 
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Best practices for companies in 2020 

Several papers discuss the best solutions taken 

by companies to ensure an optimal level of se-

curity [43], [44], [45]. Report [46] surveyed 

over 4800 cybersecurity specialists and iden-

tified the main characteristics specific to com-

panies that have managed COVID well in 

terms of cybersecurity:  

(1) They had good procedures and maintained 

adequate security staffing levels. Moreo-

ver, they invested in training their people 

focusing on role-based scenarios. 

(2) Kept a proactive tech strategy by main-

taining their systems up-to-date and by us-

ing high-quality information technology. 

(3) Invested in security technologies. 

(4) They had transparent and efficient com-

munication with superiors “through a 

clear reporting on the activities and effec-

tiveness of the security program” [46]. 

Other important best practices include secur-

ing remote access, increase attention in the 

protection of core information system security 

and availability, including cybersecurity as a 

key part of business, “refactoring security pro-

gram priorities, architectures, and budgets”, 

“aligning with business leadership” [29]. 

Study [47] identifies the key priorities for in-

vesting: perimeter security, best-of-breed 

identity and access controls, securing remote 

access, automation of the routine tasks, secu-

rity training, better security for trusted third 

parties. 

Technical report [48] identifies the essential 

cyber hygiene practices for working from 

home: the use of antivirus protection, improve 

cybersecurity and phishing awareness, the use 

of home network security, the use of a VPN, 

identifying weak spots, frequent reviews 

taken by companies to evaluate cybersecurity 

risk, renew business continuity and crisis 

plans. Other more advanced measures identi-

fied include applying new technologies and 

tools, using intelligence techniques, having 

good risk management, perform frequent 

cyber crisis simulation exercises to be pre-

pared for attacks, implement zero trust 

strategy, where only “authenticated and au-

thorized users and devices are permitted ac-

cess to applications and data” [48]. 

 

The evolution of cybersecurity companies 

during COVID-19 

Technical report [31] states that in 2020 

SecOps teams had too many alerts to process, 

which led employees to fatigue and even 

burnout. This indicates that the demand in the 

cybersecurity labor market is still much higher 

than the offer. Also, they point out an increas-

ing tendency “of homogenization in underly-

ing web technologies, which presents often-

overlooked risks to a business” [31]. 

A key direction for cybersecurity companies 

discussed in [17] was to get more involved in 

the security of the third parties with which 

their client’s software interacts. Besides the 

intrinsic motivation of improving the clients’ 

security, there is also a business reasoning, 

since often an incident caused by a third-party 

breach is put into the account of the cyberse-

curity company. 

 

Top cybersecurity stocks evolution 

Although the pandemic has been a global trag-

edy, from the point of view of cybersecurity, 

there were also positive aspects. Many organ-

izations understood the importance of cyber-

security and increased the budgets allocated 

for it. This led to a significant increase of the 

cybersecurity market. We selected some of 

the most important players in the field and 

compared the stock price evolution before and 

after COVID-19. We gathered the daily clos-

ing price from January 2018 to February 2020 

from [49]. 

Table 2 illustrates the companies’ stock price 

variation from February 2020 compared to 

February 2019, respectively February 2021 

compared to February 2020. We chose Febru-

ary as the month of reference since February 

2020 is the last month in which companies 

have not been heavily affected by the global 

restrictions. 
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Table 2. Cybersecurity companies' stock price evolution [49] 

No. Company name 
Feb 

2019-

2020 

Feb 

2020-

2021 

Variation Description 

1 Palo Alto Networks 2.26% 39.09%   Threat detection & prevention 

2 Fortinet 37.78% 29.39%   Security solutions 

3 Splunk 23.55% 0.83%   Big data security 

4 Check Point Software -4.10% 3.95%   Unified threat management 

5 Proofpoint 4.04% 6.25%   Security-as-a-Service 

6 Cloudflare N/A 77.03% -  Web performance and security 

7 NortonLifeLock 
-

14.24% 
6.92%   

Endpoint, cloud & mobile secu-

rity 

8 CrowdStrike N/A 72.50% - 
Cloud delivered endpoint pro-

tection 

9 FireEye 
-

10.68% 
26.41%   Advanced threat protection 

10 Zscaler  -2.91% 35.64%   Cloud security 

11 Cisco Systems -5.59% 0.83%   
Networking, and cybersecurity 

solutions 

12 SecureWorks 
-

30.03% 
-0.08%   Managed security services 

13 Vmware -7.51% -6.43%   
Cloud computing and virtual-

ization software and services 

14 SolarWinds 0.90% -13.52%   
IT management software & 

monitoring tools 

15 Okta 58.72% 52.36%   Identity and access manage-

ment 

 

As it can be observed, out of the 15 companies 

studied, there is no data for two of them in the 

2019–2020 timeframe: CloudFlare and 

Crowdstrike. However, their stock price evo-

lution from February 2020 to February 2021 

is over 70%, which can be considered a mas-

sive increase. Out of the remaining 13 compa-

nies, nine registered a bigger increase in 2020-

2021 compared to 2019-2020. It is worth men-

tioning that SolarWinds Corporations’ de-

crease can be attributed to the important 

security issues in the second part of 2020. On 

the other hand, although Okta and Fortinet’s 

growth variation decreased, they are still on a 

very good trend in February 2020-2021 

timeframe (29.39% and 52.36% respectively). 

It remains to be analyzed the reasons why 

Splunk did not maintain the same positive 

trend. Table 3 illustrates the monthly average 

stock values for the selected companies and 

table 4 shows the correlation matrix. 

 

Table 3. The monthly average stock value from February 2020 to February 2021 in USD Dol-

lars [49] 

 Months 

Companies Feb-20 Mar-20 

Apr-

20 May-20 Jun-20 Jul-20 Aug-20 Sep-20 Oct-20 Nov-20 Dec-20 Jan-21 Feb-21 

Cloud Flare 19.06 21.22 23.78 27.37 32.41 37.85 39.66 37.36 52.31 64.15 80.11 78.82 83.00 

Crowdstrike 62.22 49.52 63.81 77.26 98.51 107.05 109.60 133.41 140.13 138.32 187.56 218.39 226.29 

Okta 132.56 118.26 139.99 176.09 192.46 210.25 209.42 205.64 229.79 225.90 256.30 255.89 278.23 

Palo Alto 233.04 159.92 184.48 219.32 229.88 243.89 261.57 243.59 242.60 267.51 329.68 359.20 382.62 
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Zscaler 890.03 872.15 849.32 843.38 868.78 893.48 903.79 996.30 1,053.97 1,144.75 1,209.38 1,370.78 1,382.80 

Fortinet 114.86 92.33 105.93 133.16 137.30 136.43 132.15 118.48 124.55 116.90 136.82 147.36 162.66 

FireEye 15.31 11.30 10.64 11.44 12.65 13.08 15.00 13.01 13.72 14.74 17.70 22.20 20.80 

Norton Life 

Lock 19.54 17.99 19.80 20.81 20.48 20.40 22.94 21.66 20.90 19.50 20.11 20.87 21.00 

Proof Point 122.91 104.24 114.95 117.28 110.83 118.40 110.02 105.62 106.97 98.80 122.11 135.06 131.11 

Check Point 113.88 95.02 103.91 106.06 107.79 119.55 125.89 120.66 122.15 118.71 125.40 129.60 118.55 

Splunk 164.17 124.08 126.48 159.36 187.34 203.23 204.51 189.94 207.03 197.65 169.65 168.65 165.55 

Cisco 46.13 38.06 41.52 43.74 46.18 46.48 44.25 39.90 38.66 40.03 44.51 45.04 46.51 

SecureWorks 15.32 11.36 11.50 12.02 12.15 12.02 12.27 12.10 11.34 11.16 13.14 14.12 15.31 

VMware 152.94 111.33 128.43 136.36 146.96 143.14 141.30 141.62 146.10 141.65 141.73 138.25 143.71 

SolarWinds 18.68 15.39 16.20 17.38 18.77 18.17 20.03 19.84 21.23 22.11 19.08 15.62 16.46 

 

Except for CloudFlare, all the companies reg-

istered significant losses from February to 

March 2020, the period that marks the begin-

ning of the global lockdown measures. How-

ever, after the stock market crash in March, 

companies began to quickly recover. Except 

for FireEye, all companies increased from 

March to April 2020. The positive trend has 

continued for most companies until February 

2021, the last month analyzed.  

A correlation matrix was made based on 

monthly average stock values, shown in table 

4. Subsequent, Table 5 illustrates the fre-

quency of correlation coefficients classified 

on confidence intervals. The greener a cell is 

colored, the stronger is the positive correla-

tion, on the contrary, the redder a cell is, the 

stronger the negative correlation is.

 

Table 4. Correlation matrix 

Crowdstrike 0.96              

Okta 0.92 0.95             

Palo Alto 0.92 0.95 0.89            

Zscaler 0.95 0.95 0.83 0.91           

Fortinet 0.68 0.77 0.82 0.84 0.62          

FireEye 0.84 0.88 0.75 0.95 0.91 0.71         
Norton Life 

Lock 0.23 0.37 0.51 0.39 0.14 0.57 0.26        

Proof Point 0.44 0.52 0.37 0.67 0.52 0.67 0.72 0.15       

Check Point 0.70 0.75 0.80 0.75 0.62 0.60 0.69 0.64 0.33      

Splunk 0.27 0.31 0.54 0.29 0.12 0.40 0.15 0.61 -0.21 0.69     

Cisco 0.20 0.27 0.29 0.49 0.17 0.71 0.46 0.29 0.73 0.29 0.14    

SecureWorks 0.36 0.45 0.28 0.65 0.50 0.55 0.74 0.12 0.82 0.32 -0.11 0.68   

Vmware 0.26 0.34 0.46 0.45 0.21 0.55 0.35 0.50 0.25 0.62 0.70 0.54 0.44  

SolarWinds 0.09 0.03 0.25 -0.01 -0.06 -0.05 -0.14 0.31 -0.58 0.43 0.79 -0.23 -0.32 0.57 
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Table 5. Correlation coefficients  

 Positive correlation Negative correlation 

 Interval Count Interval Count 

 0-1 96 (-1) - 0 9 

Very strong 0.8-1 17 (-1) - (-0.8) 0 

Strong 0.6-0.8 26 (-0.8) - (-0.6) 0 

Moderate 0.4-0.6 20 (-0.6) - (-0.4) 1 

Weak 0.2-0.4 23 (-0.4) - (-0.2) 3 

Very weak 0-0.2 10 (-0.2) - 0 5 

 

As it can be observed, out of the total 105 cor-

relations, 96 are positive and only 9 are nega-

tive. It is worth pointing out that SolarWinds 

was involved in 6 out of the 9 negative corre-

lations. This is another proof that SolarWinds’ 

decrease can be attributed to the cybersecurity 

major incident [4] in which they were in-

volved in 2020. 

Since most of the companies registered signif-

icant increases in the chosen timeframe and 96 

out of 105 correlations are positive, we can 

state that the field of cybersecurity is on a pos-

itive trend. Also, the overall variation of cy-

bersecurity companies’ stock prices in 2020 

was significantly influenced by the pandemic. 

 

5 Correlation between Changes caused by 

COVID-19 and their Impact on the Cyber-

security Field 

The most important difference in terms of at-

tack is the overwhelming increase in ransom-

ware attacks. As discussed, the most success-

ful ways of starting a ransomware attack are 

usually via phishing, RDP exploits, and social 

engineering. This section studies if the in-

crease of ransomware can be correlated with 

phishing, RDP, or both. 

 

Methodology 

We gathered data regarding ransomware, 

RDP attacks, and phishing. The most recent 

and relevant data found regarding ransom-

ware was the average ransom paid quarterly 

by companies. It is relevant since the value of 

ransom is usually set by an attacker in con-

cordance with the magnitude of the damage 

caused by the attack. Regarding RDP attacks, 

we gathered the number of brute-force generic 

attacks per quarter, since this was the main 

method to compromise RDP connections. 

Also, we studied the evolution of the numbers 

of unique phishing websites and correlated it 

with the evolution of average ransom. 

Our hypothesis is that the increase in both 

RDP attacks and phishing represented the 

main cause for the intensification of ransom-

ware attacks. 

We studied the quarterly evolution from 2019 

Q1 to 2020 Q3. The first correlation made was 

between the quarterly average ransom paid 

(shown in figure 3) and the number of brute-

force generic RDP attacks (illustrated in fig-

ure 4). 

The correlation formula used in the study is: 

(1)     𝑟 =  
∑(𝑥−𝑥)(𝑦−𝑦)

√∑(𝑥−𝑥)2∑(𝑦−𝑦)2
, 

where r is the correlation coefficient and x and 

y are the variables analyzed.
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Fig. 3. The dynamic of ransom paid by 

companies [25] 

 
Fig. 4. The dynamic in number of brute-force 

RDP attacks [35] 

Results 

To validate our first hypothesis, the value of 

the correlation coefficient needed to be as 

close as possible to 1. We applied the correla-

tion formula to the two datasets and obtained 

an r coefficient equal to 0.9803, which illus-

trates an almost perfect correlation. This 

strong positive linear relation indicates that 

when one dataset increases in its values, the 

other dataset increases through a very similar 

linear rule. 

Since the number of RDP Brute Force Attacks 

are mainly caused by the increase of RDP con-

nections and the increase of RDP connections 

is attributed to the shift to working from dis-

tance as a result of COVID-19 lockdowns, we 

can affirm that the pandemic measures had an 

important impact on the rise of the ransom-

ware. 

Regarding phishing, we collected three rele-

vant datasets: the number of unique phishing 

websites detected, unique phishing email sub-

jects, and the number of brands targeted by 

phishing campaigns. Data was gathered from 

the quarterly reports available at [50]. 

The quarterly evolution regarding those three 

datasets is illustrated in figures 5, 6, and 7.

 

 
Fig. 5. Unique phishing website [50] Fig. 6. Number of brands targeted by 

phishing campaigns [50] 

 

45.24
70.54

129.65
131.61

167.95

319.53

374.15

0.00

50.00

100.00

150.00

200.00

250.00

300.00

350.00

400.00

Q1

2019

Q2

2019

Q3

2019

Q4

2019

Q1

2020

Q2

2020

Q3

2020

Number of Bruteforce Generic 

RDP attacks per quarter (in 

millions)

$12,762

$36,295

$41,198

$84,116

$111,605

$178,254

$233,817

$0

$50,000

$100,000

$150,000

$200,000

$250,000

Q1

2019

Q2

2019

Q3

2019

Q4

2019

Q1

2020

Q2

2020

Q3

2020

Ransom Payed by Quarter

945
938

1172

999
1049

1079

1558

0

200

400

600

800

1000

1200

1400

1600

1800

Q1

2019

Q2

2019

Q3

2019

Q4

2019

Q1

2020

Q2

2020

Q3

2020

Number of brands targeted by 

phishing campaigns

180768 182465

266…

162155
165772

146994

571764

0

100000

200000

300000

400000

500000

600000

700000

Q1

2019

Q2

2019

Q3

2019

Q4

2019

Q1

2020

Q2

2020

Q3

2020

Unique phishing sites detected



56  Informatică Economică vol. 25, no. 1/2021 

 

 
Fig. 7. Unique phishing email subjects [50] 

 

As can be observed, all datasets had a turning 

point between Q2 and Q3. Table 6 illustrates 

the correlation coefficients between phishing 

datasets and the ransom paid by quarter. 
 

Table 6. The correlation coefficients between ransomware and phishing indicators 

  

Average 

ransom 

Number of unique phishing Web sites detected 0.6065 

Unique phishing email subjects 0.7391 

Number of brands targeted by phishing cam-

paigns 0.7902 

 

All the selected phishing datasets have a pos-

itive correlation with the average ransom paid 

by companies, which validates our hypothe-

sis. 

 

Limitations 

Although we obtained a very strong correla-

tion between ransomware indicators and RDP 

attacks and strong correlations between ran-

somware and phishing indicators, there are 

some limitations in our work. We consider 

that studying more indicators specific to all 

three types of attacks and making different 

analyses could illustrate more clearly to what 

extent unsecured RDP connections and phish-

ing impacted ransomware. 

 

6 Conclusion and Future Trends 

This paper studied the impact of the COVID-

19 on cybersecurity. First, the article studied 

how the pandemic influenced the way 

humankind used technology. Major changes 

were identified on both personal and profes-

sional levels. Then, we studied the main types 

of attacks that were preferred by villains be-

fore and after the pandemic started. By ana-

lyzing several datasets, we noticed significant 

increases of several types of attacks, such as 

ransomware, phishing, RDP attacks, or supply 

chain attacks. The validation of our hypothe-

sis highlighted some of the impacts of the pan-

demic on the cybersecurity field. 

Companies all over the world were affected, 

therefore important actions were taken, and 

cybersecurity budgets have been increased. 

Thus, we studied the companies’ measures 

taken to ensure an adequate cybersecurity 

level. 

This context created both challenges and op-

portunities for security companies. From a 

technical point of view, they needed to 

quickly adapt to very dynamic changes such 
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as the increase in attacks or company changes.  

We also explored the stock evolution of some 

of the main global cybersecurity companies 

and noticed that most of them had significant 

increases in shares since the beginning of the 

pandemic. 
 

Future trends 

The very intense period that started after the 

beginning of the pandemic has had a major 

impact on the cybersecurity field. Several 

trends have been identified and we are expect-

ing them to be of great importance in the fu-

ture. 

A worrying aspect is that we are witnessing an 

increasing process of democratization of 

cyberattacks. If in the past only a relatively 

limited number of people were able to arrange 

such attacks, nowadays there is an important 

growth in “as a service” attacking solutions 

such as Malware as a Service, Ransomware as 

a Service, Phishing of a Service or Botnets as 

a Service [17]. Also, the sales volume of com-

promised data on the Black Market has in-

creased and we expect it to continue to grow. 

It is expected that ransomware and phishing 

attacks will continue to rise.  

Another important trend is connected to the 

interest of cybersecurity companies to secure 

third-party software. This trend can be at-

tributed to two main causes: (1) the rise in sup-

ply chain attacks and (2) the fact that usually 

the clients associate incidents caused by third-

parties’ security issues to their cybersecurity 

company provider. 

Many changes analyzed in this paper are per-

manent, meaning they will be essential after 

the pandemic ends as well. “A long-term shift 

to telework is anticipated” [19], which will 

lead to the increase of RDP, VPN, and cloud 

usage. 

Cybersecurity companies lacks professionally 

trained staff and it is expected that this will 

continue in 2021 since cybersecurity educa-

tion require a relatively long period of train-

ing. According to [6], the main cybersecurity 

roles in which global companies are interested 

are related to cloud solutions, security intelli-

gence, data analysis, and data management. 
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