38

Informatica Economica vol. 24, no. 1/2020

CrawVulns - A Software Solution for Vulnerabilities Analysis

Alin ZAMFIROIU2, Paul POCATILU?, Sergiu CAPISIZU?®
'Bucharest University of Economic Studies, Romania
2National Institute for Research and Development in Informatics
3Bucharest BAR Association
alin.zamfiroiu@csie.ase.ro, ppaul@ase.ro, sergiu.capisizu@yahoo.com

Mobile devices and applications are very popular worldwide. Android and iOS dominate the
mobile operating systems market. Most of the mobile applications connect to external servers
that process and store users’ data. These systems are exposed t0 malicious attacks and the
developers should be always concerned about the applications and data security. This paper
presents known threats and vulnerabilities related to mobile applications and proposes a soft-
ware solution for vulnerabilities analyses (CrawVulns) that aims to help eliminate or mitigate

security risks.
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Introduction

Almost all mobile applications use cloud
storage because it saves data on your mobile
device, reduce cost, and provide reliability
and support disaster recovery [1], [2]. These
data have to be protected against the unauthor-
ized access. Security for mobile devices and
for mobile applications is provided in differ-
ent areas of interest such as:

e authentication, with verification of virtual
identity, by requesting personal authenti-
cation information and verifying them
with previously provided information at
the time of registration. According to [3]
authentication is the process by which the
correctness and truthfulness of the infor-
mation relating to the identity or origin of
an entity is established or confirmed.

e communication or text messaging is one
of the core business of mobile devices as
well as transactions. This is a very im-
portant segment where security is vital to
protect mobile device users. In [4] the
SMSEncrypt application for people who
want secure communication via the SMS
service provided by the mobile phone
company is presented. The SMSEncrypt
software is composed of two modules: a
module for sending encrypted messages
with the specified key and the second

module for receiving messages and de-
cryption with the secret key the message
receiver needs to know.

e the information is stored in the cloud as a
backup for mobile device destruction; In
the device's internal memory, the user
stores photos taken with this device, text
messages used to communicate with oth-
ers, emails saved in the phone's memory,
other people's contacts, or contact list; all
this information in case of damage to or
destruction of the mobile device is lost and
its recovery is impossible or very difficult;
it is recommended that you keep a backup
in the cloud [5];

e encrypting the information stored locally
for the case when the device is lost or sto-
len by others, so personal information is at
their disposal; so the information that the
previous recommendation is saved in a
cloud backup is stored on the device but
protected by a password, access to which
is only allowed by specifying the encryp-
tion key.

In all these areas, security should be assured

for the user data through the mobile applica-

tion, because the data is used in various con-
texts.

This paper extends previous research from

[14] and it is structured as follows. The next

section presents the related work in this field.
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The paper continues with an analysis related
to Common Vulnerabilities and Exposures of
mobile data. The next section presents the pro-
posed solution. The last section is dedicated to
countermeasures from two perspectives: hard-
ware and software. The paper ends with con-
clusions and future work.

2 Related Work

According to [6], there are different types of
security threats for mobile applications. These
include application-based, Web-based threats,
networks, but also physical threats.
Application-based hazards happen when users
install applications from non-trust sources that
look legitimate but actually these applications
open backdoors from the device and share
data and information from their device, with-
out people realizing this thing.

Web-based threats is really frequent nowa-
days because anybody is using the mobile de-

Client

vice to navigate on internet. This threat ap-
pears when users visit, in the mobile device’
browser, infected sites that look harmless on
the front end, but in reality, these websites au-
tomatically download malicious content or
malicious applications to devices. These ap-
plications will start automatically even with-
out the knowledge of the users.
Network-based threats appear when the users
are using public WiFi networks from the air-
ports or restaurants. In these public networks
anybody can access the information from their
devices or can leave some malicious applica-
tions on the device that can steal information.
The real threat in this situation is that the net-
work can be affected or tracked and all data
and information will be accessed also by
somebody else like the man-in-the-middle
(MITM) attacker. Figure 1 depicts this situa-
tion.

Fig. 1. Network-based threats

The physical threats occur when the mobile
devices are stolen or the users loses them. In
this way the unauthorized persons will access
these devices and also the data and infor-
mation from these devices.

Even if more and more articles exist in the di-
rection to protect the mobile devices and to in-
crease the security level of them, it is surpris-
ing to find that a big number of mobile users
do not use a password or any other type of pro-
tection to lock their phone.

Also exists a big number of users that create
PINs or passwords very easy to remember
such as “0000” or “1234”. These passwords

are easy to remember but at the same time

easy to identify by malicious people.

In their paper, Altuwaijri and Ghouzali [7]

presented a threat model for storing mobile

device data of Android based devices. Their
model classify threats into physical and soft-
ware threats. Physical threats are possible
when mobile devices get into the hands of un-
authorized people through loss or theft. The

types of physical threats are [7]:

e Cold boot attack — assumes that ram
memory is obtained and connected to an-
other device to obtain data from that
memory;
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e Evil maid attack — assumes the unen-
crypted memory area; even if a password
is used to encrypt data on your mobile de-
vice, the Android partitioning system can
be modified with keylogging;

e RowHammer attack — assumes the use of
management vulnerability at the lower
levels of the operating system; is the most
complex vulnerability of physical.

Software threats include malware attacks or

poor mobile application development [7], [8]

and they are falling in the following catego-

ries:

e Malware attack — involves installing ap-
plications that contain malware, which
then develops into the infected mobile de-
vice;

e Poor app development — in this category,
developers' level of knowledge of security
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concepts and how they develop mobile ap-
plications; if developers do not implement
community-approved security standards,
the developed application will be very vul-
nerable in terms of security.

e Attacks based on device public infor-
mation — involves knowledge of mobile
devices and applications running on these
devices, and attackers use these vulnera-
bilities to perform attacks;

e Routing the device to remove limitations
imposed by the developer leads inevitably
to the emergence of new vulnerabilities
that can be exploited by attackers.

OWASP, the non-profit group that helps com-

panies develop and service security applica-

tions issued in 2016 a document with the most
used vulnerabilities for mobile applications

[9]. These are shown in Figure 2.
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Fig. 2. OWASP Mobile Top 10 Risks [9]

For each vulnerability, the ways to check if
mobile applications are vulnerable and how to
prevent these vulnerabilities.

3 Common Vulnerabilities and Exposures
of Mobile Data

Common Vulnerabilities and Exposures [10]
provide a reference method for publicly
known vulnerabilities and exposures. Within
the CVE vulnerability base are stored all the
important IT vulnerabilities discovered so far.
Shortly after a new vulnerability is discov-
ered, it is documented and receives a new
unique identifier in the CVE list. Currently,

the CVE vulnerability base is a reference
source for cyber security specialists.

In order to select only CVEs relevant to mo-
bile app data, in this paper, we started with a
list of mobile-specific keywords and used
them to search for the common vulnerabili-
ties. As mobile devices as well as mobile ap-
plications have a rapid increase but also a high
degree of change, CVEs are selected in the last
three years: 2017, 2018 and 2019.

Table 1 lists CVEs relevant to mobile applica-
tion data, grouped by key terms used for
search.
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Table 1. CVEs specific for mobile data

No. Keyword Number of CVEs found | Total number of
(2017-2019) CVEs found
1 mobile applications 16 27
2 mobile data 39 89
3 sensitive data 363 1088
4 Android data 196 409
5 phone data 10 24
6 i0S data 40 127
7 device data 117 242

For the 7 terms used, 2006 CVEs were identi-  For the term "sensitive data”, most CVEs have
fied, out of which 781 were documented inthe  been identified, as is also shown in Figure 3.
last years, 2017-2019.
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Fig. 3. Identified CVEs for Mobile Data
Of the 781 CVEs identified between 2017 and  categories. To identify the common vulnera-
2019, 107 fall into two or more categories. Ta-  bilities for all categories we used a word coun-
ble 2 lists CVEs that are found in three or four ter as in [11].

Table 2. Common Vulnerabilities per categories

No. CVE Number of Categories
categories

1 cve-2018-4844 4 mobile data, Android data, iOS data, device data
2 cve-2018-6599 4 sensitive data, Android data, phone data, device data
3 cve-2018-4847 4 mobile data, sensitive data, iOS data, device data
4 cve-2018-14995 4 sensitive data, Android data, phone data, device data
5 cve-2017-18125 3 mobile applications, mobile data, Android data
6 cve-2017-10188 3 mobile applications, mobile data, Android data
7 cve-2017-12228 3 sensitive data, iOS data, device data
8 cve-2018-14984 3 Android data, phone data, device data
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No. CVE Number of Categories
categories

9 cve-2017-10132 3 mobile applications, mobile data, iOS data
10 cve-2018-14985 3 mobile data, Android data, device data
11 cve-2018-15005 3 mobile data, Android data, device data
12 cve-2018-14987 3 mobile data, Android data, device data
13 cve-2018-0461 3 sensitive data, phone data, device data
14 | cve-2017-17225 3 mobile data, phone data, device data
15 cve-2018-4168 3 sensitive data, iOS data, device data

Thus, out of the 781 CVEs, the unique ones
are 655. Figure 4 shows the relationships be-
tween the category vulnerabilities: {device
data, mobile data, iOS data, mobile applica-
tions}.

Only these five categories were chosen be-
cause the other two {Android data, sensitive
data} contain many elements and the visibility
would not have been of any quality.

Fig. 4. The links between the vulnerabilities of the categories

The list of CVEs is updated daily, so there are
certainly more vulnerabilities for data used in
mobile applications.

4 Automated Tool for Vulnerabilities
Analysis

In order to easily perform these analyses on

existing vulnerabilities, a solution was devel-
oped. CrawVulns application was written in
C# programming language and it is based on
NET technologies. The CrawVulns applica-
tion works as a crawler, and for certain key
phrases provided by the user, all vulnerabili-
ties reported in the cve.mitre.org platform are
searched, Figure 5.
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Fig. 5. Structure of the first module of CrawVulns application

The user will enter the keywords to generate
the groups to identify the vulnerabilities.

The next step in the implementation of the
CrawVulns is that with the obtained list of

vulnerabilities, the CrawVulns application
will connect to the nvd.nist.gov to obtain the
base score impact for each identified vulnera-
bility, Figure 6.

CrawVulns

& 2

OSS

—> Reports

Fig. 6. Structure of the second module of CrawVulns application

In this way, we will obtain very easy the im-
pact of each vulnerability for some keywords
and we can create different reports for our

analyses.

For the analysis made in the previous section
with the CrawVulns application the results are
presented in Figure 7.



44 Informatica Economica vol. 24, no. 1/2020

o5 CrawVulns — O >

| | Keyword CVE
Add mobile applications 30

Base score ™

Keyword

mobile applications
mobile data
senstive data
android data
phone data

i05 data

device data

CVE-20153-5259
CVE-2018-7347
CVE-2018-5884
CVE-2018-2621
CVE-2018-11350
CVE-2017-3416
CVE-2017-3413
CVE-2017-3537
CVE-2017-3182

CVE-2017-18300
CVE-2017-18296
CVE-2017-18125
CVE-2017-10353
CVE-2017-10188
CVE-2017-10168
CVE-2017-10142
CVE-2017-10133
CVE-2017-10132
CVE-2017-10014
CVE-2016-10431
CVE-2016-0438
CVE-2016-0437
CVE-2016-0436
CVE-2016-0435
CVE-2016-0434
CVE-2015-9166
CVE-2013-3819
CVE-2008-7238
CVWE-2005-4550
CVE-2005-3455
mobile data 125

< >

[T - U SE I R T I i = R I R ]

—
=1

Boh o otn L

—_
=]

Fig. 7. CrawVulns application

The score is calculated by the following for-
mula [13]:

ISC=642x(1 -1 —=1I)* (1 —=1)*(1-1))
where: 1, — Availability impact.

I — Confidentiality impact; These values are specified by the user on the
I; — Integrity Impact; platform, Figure 8.
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Fig. 8. Impact metrics on the NVD platform [13]

With these scores we can calculate the aver-
age of the impact for each solution.

Using the CrawVulns we can analyze the im-
pact of CVEs of more domains and more so-
lution used in these fields.

5 Threats countermeasures
Software developers and users have to take
into account several countermeasures in order

to avoid or mitigate the threats. In literature,
countermeasures have been identified for vul-
nerabilities in the wild, as well as for vulnera-
bilities found for data used in mobile applica-
tions. There are two perspectives related to
these countermeasures: hardware and soft-
ware. In [7] there are some solutions for mo-
bile devices running Android OS. These are
presented in Table 3.

Table 3. Hardware solutions for data security on mobile devices [7]

No. Solution Implemented by:
1 CleanOS Xia Y., Liu Y., Mam., Guan H., Zang B., Chen H.
2 TinMan Yubin Xia, Yutao Liu, Cheng Tan, Mingyang Ma, Haibing Guan, Binyu Zang,
Haibo Chen
3 Sentry Colp p., Zhang J., Gleeson J., Suneja S., Lara E., Raj H., Saroiu S., Wolman A.
4 Armored Muller T. Spreitzenbarth M.
5 Deadbold Skillen A., Barrera D., Oorschot P.
6 Droidvault Li X., HuH., Bai G., Jia Y., Liang Z., Saxena P.
7 RPMB Reddy A.K., Paramasivam P., Vemula P.B.
8 CATT Brasser F., Davi L., Gens D., Liebchen C., Sadeghi A.
9 ARMOR Ghasempour M., Lujan M., Garside J.

From the operating system point of view,

starting with Android 4.0, there are several

options, like FDE (Full-Disk Encryption),

FBE (File-Based Encryption) and KeyChain.

In [12] there are presented compromise coun-

termeasures for mobile operating systems

such as:

e controlled and conditional access to the
applications;

e restrictions and user blocking in applica-
tions to identify different behaviors;

e monitoring, reporting, and reporting for
all user actions in mobile applications;

e achieving accurate procedure for incident
response mode;

e updating operating systems on mobile de-
vices;

e encrypt the mobile data;

e using PINSs, passwords, and access codes.

Vulnerabilities will always exist, and new

ones will be discovered. The goal of mobile

application data security is to identify these

vulnerabilities to eliminate vulnerabilities dis-

covered and to be prepared for new vulnera-

bilities.
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6 Conclusions

In this paper, we introduced a new approach
for identifying the vulnerabilities and expo-
sures that are the most common and represent
the highest threat on mobile data. In order to
identify those vulnerabilities we started from
the list of the generic Common Vulnerabilities
and Exposures (CVEs) that are normally used
by security experts, and used a search based
approach in which we started by a list of com-
mon words related to mobile data and based
on the retrieved documents, we identified the
common vulnerabilities in these documents.
After that, we studied the relationship be-
tween the extracted vulnerabilities and the dif-
ferent search categories. Accordingly, we pro-
posed a number of countermeasures that the
security experts need to consider in order to
keep the mobile data secure. The proposed so-
lution CrawVulns can be used for different
analyses in future in other fields and for other
solutions.
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