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 Introduction 

The transition from a linear economic 

model to a Circular Economy (CE) paradigm 

has emerged as a pivotal sustainability strat-

egy in addressing pressing environmental 

concerns, including resource depletion, exces-

sive waste generation, and escalating carbon 

emissions [1]. The CE framework prioritizes 

resource efficiency, the waste reduction, the 

extension of product lifecycles, and the recov-

ery and reintegration of materials into produc-

tion processes, thereby fostering more sustain-

able patterns of consumption and production 

[2]. However, the effective operationalization 

of CE principles requires the deployment of 

advanced digital infrastructures capable of en-

suring transparency, traceability, and continu-

ous monitoring of product-related information 

across its entire lifecycle [3].  

In this context, the Digital Product Passport 

(DPP) has gained significant traction as a key 

enabler of such digital capabilities [4]. A DPP 

constitutes a structured digital repository that 

aggregates critical data concerning a prod-

uct’s provenance, material composition, usage 

history, and end-of-life handling guidelines 

[5]. By enabling and improving the access to 
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reliable and standardized product information 

among stakeholders throughout the value 

chain, DPPs support enhanced supply chain 

visibility, facilitate compliance with regula-

tory mandates, and enable the measurement 

and verification of sustainability and circular 

metrics [6]. Recognizing their strategic poten-

tial, the European Union (EU) has incorpo-

rated DPPs into its broader policy agenda – 

most notably within the European Green Deal 

and the Circular Economy Action Plan – as a 

means of promoting sustainable industrial 

transformation in key sectors, including elec-

tronics, textiles, and automotive manufactur-

ing [7], [8].  

At the same time, the Internet of Things (IoT) 

has emerged as a transformative technological 

paradigm with the potential to significantly 

augment the functionality of DPPs within the 

CE framework [9]. By leveraging intercon-

nected sensors, intelligent identifiers (such as 

QR codes, RFID, and NFC), and Cloud-based 

analytical platforms, IoT enables the seamless 

acquisition, transmission, and interpretation 

of real-time data related to product status, lo-

cation, usage, and condition [10].  

When integrated with DPP systems, IoT 
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technologies can support dynamic monitoring 

and tracking of product condition, automate 

lifecycle management processes, and facili-

tate predictive maintenance, thereby reinforc-

ing sustainability-oriented operations across 

diverse industrial sectors [11].  

This convergence of DPP and IoT technolo-

gies paves the way for the realization of a 

Smart Digital Circular Economy (SDCE), 

wherein data-driven decision-making and au-

tomation enhance resource circularity and en-

vironmental performance [12].  

Despite the growing interest in the potential of 

DPPs and IoT synergy, there remains a nota-

ble gap in the development of comprehensive 

conceptual and technical frameworks that in-

tegrate these technologies [13]. Existing re-

search and industrial implementations often 

address isolated applications or pilot initia-

tives, lacking a holistic and scalable approach 

that spans all stages of the product lifecycle 

[14], [15].  

Furthermore, while DPPs offer static product 

information, their integration with IoT has the 

potential to transform them into dynamic, 

real-time sustainability tools [16], [17]. How-

ever, the specific use cases where IoT-enabled 

DPPs can provide the greatest impact remain 

underexplored, and a clear framework for 

their integration within CE practices is yet to 

be established [18]. Moreover, while tradi-

tional DPPs primarily function as repositories 

of static product information, their integration 

with IoT can catalyze a shift toward dynamic, 

real-time sustainability intelligence [17].  

Nevertheless, the specific use cases in which 

IoT-enhanced DPPs can generate the most 

significant environmental, economic, and so-

cial value remain insufficiently investigated 

[15]. A coherent, cross-sectoral framework 

for embedding IoT-enabled DPPs into CE 

practices is yet to be established and urgently 

needed to guide both academic research and 

practical deployment. 

This research is anchored in the central hy-

pothesis that “The integration of Internet of 

Things (IoT) technologies with Digital Prod-

uct Passports (DPPs) enables the realization 

of a Smart Digital Circular Economy (SDCE) 

by enhancing sustainability practices across 

all stages of the product lifecycle”.  

To investigate this hypothesis, the study is 

structured around two key research objec-

tives: 

(1) To identify and model IoT-driven use 

cases for DPPs across various stages of the 

product lifecycle; 

(2) To develop a conceptual framework for 

IoT–DPP integration that enhances sustaina-

bility practices within the CE. 

Through the attainment of these objectives, 

this research aims to generate both theoretical 

and practical contributions to the evolving dis-

course on IoT-enabled sustainability innova-

tions.  

The findings are expected to offer valuable in-

sights for policymakers, industry stakehold-

ers, and academic researchers, thereby foster-

ing a deeper understanding of how the conver-

gence of IoT and DPP technologies can sup-

port the digital transformation of circular 

economy and the circular transformation of 

the digital economy providing data-driven 

sustainability innovation. 

Following the Introduction section, the re-

mainder of the paper is organized as follows: 

the Literature Review section synthesizes the 

foundational concepts of the CE, DPPs, and 

the IoT, establishing a theoretical foundation 

for understanding their integration. The Meth-

odology section details the research design, 

purpose, methods, and procedures for data 

collection and analysis employed in identify-

ing relevant use cases and formulating the 

proposed conceptual framework. The Re-

search Results and Discussion section pre-

sents the empirical findings, organized in ac-

cordance with the research objectives, and 

critically interprets their implications. Finally, 

the Conclusion section summarizes the key 

contributions of the study, outlines implica-

tions for industry and policy, acknowledges 

existing limitations, and proposes future re-

search directions. 

By adopting a structured and holistic approach 

to IoT–DPP convergence within the context of 

the CE, this study aims to bridge the gap be-

tween conceptual theory and practical appli-

cation, thereby supporting the transition to-

wards a SDCE. 
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2 Literature Review 

2.1 Circular Economy 

The Circular Economy represents a trans-

formative economic model that prioritizes 

sustainability by minimizing waste, maximiz-

ing resource efficiency, and restoring natural 

systems [1]. In contrast to the traditional linear 

economy – characterized by the sequential 

“take-make-dispose” approach, CE model ad-

vocates for closed-loop systems in which 

products, components, and materials are con-

tinuously reused, repaired, remanufactured, 

and recycled,  

This paradigm shift is driven by the impera-

tive to mitigate environmental degradation, 

preserve finite natural resources, and enhance 

economic resilience in the face of global sus-

tainability challenges, resulting in a holistic 

regenerative system as depicted in Figure 1 

[1].

 

 
Fig. 1. Circular Economy – a holistic regenerative system (source: [1]) 

 

CE principles 

As articulated by the Ellen MacArthur Foun-

dation [1], the CE is grounded in three funda-

mental principles, each contributing to the 

creation of a sustainable, equitable, and resili-

ent socio-economic system that benefits indi-

viduals, businesses, and the environment: 

• Design out waste and pollution – This 

principle targets the pre-use phase of the 

product lifecycle and emphasizes the im-

portance of eliminating waste and pollu-

tion at the design stage. It calls for a fun-

damental rethinking of product and pro-

cess design through strategies such as re-

ducing, refusing, redesigning, and re-

thinking innovation via circular strategies. 

The objective is to enhance production ef-

ficiency by reducing the consumption of 

natural resources and preventing the gen-

eration of waste and hazardous substances 

from the outset. This approach encourages 

advancements in materials science, sus-

tainable product design, and cleaner 

production technologies. Furthermore, it 

may inspire entirely new modes of prod-

uct-service delivery, potentially reshaping 

consumer behaviour to support circular 

consumption patterns. 

• Keep Products and Materials in Use – 

This principle focuses on extending the 

functional lifespan of products and com-

ponents to extract maximum value while 

in use. Circular strategies under this prin-

ciple include designing for durability, 

modularity, and ease of repair, as well as 

promoting practices such as repairing, re-

using, refurbishment, remanufacturing, 

and repurposing. Predominantly address-

ing the use phase of the lifecycle, this ap-

proach aims to maintain products, compo-

nents, and materials at their highest utility 

for as long as possible. It also supports the 

development of closed-loop systems 

where products are intentionally designed 

for disassembly, reintegration, and regen-

eration. 
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• Regenerate Natural Systems – This prin-

ciple addresses the post-use phase of the 

product lifecycle and goes beyond mini-

mizing environmental impact to actively 

enhancing ecosystems. It emphasizes the 

regenerative capacity of biological (natu-

ral) and technical (socio-economic) sys-

tems by returning valuable nutrients and 

materials to these systems through recov-

ery, recycling, regenerating and upcycling 

practices. This principle advocates for the 

creation of secondary raw materials (or 

feedstocks) from end-of-life products, 

which can be reintegrated into new pro-

duction cycles. Such regenerative prac-

tices contribute to replenishing the natural 

resource base, thereby enabling economic 

systems to function within planetary 

boundaries while restoring the health and 

productivity of ecological systems. 

Together, these principles form the conceptual 

foundation for designing economic systems 

that are circular by design—critical character-

istics for achieving long-term sustainability. 

The adoption of CE principles yields a range 

of multidimensional benefits across environ-

mental, economic, and social domains [19]. 

Environmentally, CE contributes to the reduc-

tion of waste and greenhouse gas emissions, 

while promoting the conservation of biodiver-

sity through more sustainable resource utiliza-

tion. Economically, it enables the emergence 

of innovative business models, reduces pro-

duction and operational costs through re-

source efficiency, and enhances supply chain 

resilience by fostering localized, regenerative 

value chains. Socially, the CE model supports 

the development of green jobs in sustainabil-

ity-oriented industries and cultivates greater 

consumer awareness of responsible consump-

tion practices [19]. 

However, despite these promising advantages, 

the widespread implementation of CE princi-

ples is hindered by several persistent chal-

lenges [1]. One major barrier is the lack of 

standardization: industries often operate with-

out harmonized guidelines for sustainable 

product design, material selection, and end-

of-life management, impeding interoperabil-

ity and cross-sectoral scalability. 

Additionally, data and transparency issues 

present significant obstacles, as many organi-

zations lack robust mechanisms for sharing, 

tracking, and verifying product and material 

information throughout their lifecycle. This 

fragmentation limits visibility and traceabil-

ity—key enablers of circularity. Finally, tech-

nological constraints also impede CE adop-

tion. The deployment of advanced digital 

technologies – such as the IoT, Blockchain, 

and Artificial Intelligence – is essential for en-

abling real-time monitoring, intelligent deci-

sion-making, and system-wide integration, yet 

remains limited by high implementation costs, 

technological complexity, and uneven digital 

readiness across sectors [2], [3], [12]. 

 

CE strategies 

Within the CE context, a set of strategic best 

practices commonly referred to as the “R” 

strategies – or circular practices – has been 

widely adopted to guide actions aimed at pre-

serving, enhancing, or restoring the value of 

products, components, and materials through-

out their lifecycle [19]. These circular strate-

gies serve as operational pillars of circularity 

by reducing environmental impact, improving 

resource efficiency, and supporting sustaina-

ble value creation. The most frequently cited 

“R” circular strategies in the literature [19], 

[20] include rethink, reduce, redesign, refuse, 

reuse, repair, refurbish, remanufacture, re-

purpose, recycle, recover, and regenerate. 

Each of these practices addresses specific 

phases of the product lifecycle and contributes 

to circular value retention in distinct ways: 

• Rethink – involves re-evaluating product 

needs, design assumptions, ownership 

models, usage patterns, and maintenance 

practices in order to prevent unnecessary 

waste generation and optimize utility. 

• Reduce – focuses on minimizing the con-

sumption of raw materials and energy in 

both products and production processes, 

thereby decreasing environmental burden. 

• Redesign – entails reengineering products, 

systems, and processes to improve sus-

tainability, durability, and efficiency 

across the value chain. 

• Refuse – advocates for the deliberate 
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avoidance of products or materials that are 

unnecessary, environmentally harmful, or 

non-circular in design and function. 

• Reuse – encourages the repeated use of 

products or components in their original or 

minimally altered forms to extend their 

functional life and defer end-of-life pro-

cessing. 

• Repair – involves restoring faulty or worn-

out products to working condition, thereby 

extending their useful life and delaying 

disposal. 

• Refurbish – entails restoring, upgrading 

and improving products to a near-original 

condition for continued use, often incor-

porating modernized features or compo-

nents. 

• Remanufacture – refers to the disassembly 

and reconstruction of products using orig-

inal parts or components to create goods 

with equivalent functionality and perfor-

mance standards. 

• Repurpose – involves adapting products or 

discarded components for new applica-

tions beyond their original intended use, 

often requiring minimal transformation. 

• Recycle – focuses on converting waste ma-

terials into new raw materials or products, 

thus preventing the loss of potentially val-

uable resources and reducing reliance on 

virgin inputs. 

• Recover – pertains to the extraction of re-

sidual value from waste streams, such as 

the recovery of energy, heat, or secondary 

materials from non-recyclable waste. 

• Regenerate – goes beyond resource effi-

ciency by actively restoring and enhanc-

ing natural ecosystems through the use of 

renewable resources, regenerative agricul-

ture, or restorative and sustainable produc-

tion practices. 

Collectively, these circular strategies provide 

a comprehensive toolkit for implementing CE 

principles across diverse industrial, commer-

cial, and societal contexts. They enable organ-

izations to design systemic interventions that 

prioritize longevity, circular resource flows, 

and environmental regeneration [20] 

In addition to core principles and strategic cir-

cular practices, the transition to a CE model 

also relies heavily on the development of cir-

cular business models and the integration of 

digital technologies, both of which underpin 

the emerging paradigm of a SDCE [21]. These 

complementary elements enable the opera-

tionalization of CE principles through sys-

temic innovation and the digitalization of cir-

cular processes.  

Two prominent circular business models 

widely discussed in the literature [21] include: 

• Sharing Platforms – This model facilitates 

shared access to products and services, 

thereby reducing the overall demand for 

new goods and optimizing resource use. 

Examples include car-sharing schemes, 

tool libraries, and other collaborative con-

sumption mechanisms that emphasize ac-

cess over ownership. By extending prod-

uct utilization across multiple users, shar-

ing platforms contribute to lowering mate-

rial throughput and mitigating environ-

mental impact. 

• Product-as-a-Service – This model shifts 

the traditional notion of product owner-

ship toward service-oriented delivery, 

wherein manufacturers retain ownership 

of their products and provide them as ser-

vices. Under this approach, producers are 

incentivized to design products with dura-

bility, reparability, and recyclability in 

mind, as they remain responsible for 

maintenance, upgrades, and end-of-life 

management, thereby aligning business 

incentives with sustainability objectives. 

Furthermore, the integration of digital tech-

nologies plays a critical role in enabling these 

business models and enhancing the efficiency 

of circular practices. Industry 4.0 technologies 

such as the IoT, Cloud Computing, Big Data 

Analytics, Artificial Intelligence, and the con-

vergence of Information Technology (IT) and 

Operational Technology (OT) systems form 

the technological foundation of the SDCE 

model [22]. These digital technologies facili-

tate the tracking and tracing of products and 

materials throughout their lifecycle, optimize 

product usage through predictive analytics, 

and support the dissemination of essential dig-

ital product information to consumers with the 

goal of influencing sustainable behaviour 
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[23], [24]. 

In fact, digital transformation of the CE is en-

abled three key functions [24]: 

• Data collection and integration – through 

connected sensors, digital identifiers, and 

automated systems; 

• Data processing and analysis – using intel-

ligent algorithms and cloud-based plat-

forms to derive actionable insights; 

• Data communication and dissemination – 

to inform stakeholders, optimize decision-

making, and align actions with circularity 

and sustainability objectives. 

Through the convergence of circular business 

models and integration of innovative digital 

technologies, the SDCE emerges as a data-

driven, adaptive, and collaborative system ca-

pable of fostering long-term ecological and 

economic resilience [12]. 

 

2.2 Digital Product Passports 

Digital Product Passports are increasingly rec-

ognized as essential enablers of traceability, 

transparency, and regulatory compliance 

within the CE [7]. By providing a structured, 

digitalized record of product-related infor-

mation, DPPs support data-driven decision-

making throughout a product’s lifecycle, from 

design and production to end-of-life manage-

ment [18]. A DPP comprises structured, ma-

chine and human readable data that captures 

key lifecycle parameters of a product, includ-

ing its material composition, origin, manufac-

turing processes, environmental footprint, us-

age instructions, and end-of-life treatment 

pathways [13]. This comprehensive infor-

mation architecture facilitates informed inter-

ventions by multiple stakeholders—manufac-

turers, consumers, recyclers, and regulators—

who require reliable data to implement or sup-

port sustainable practices [15]. 

 

DPP objectives 

According to [6], the core objectives of DPPs 

can be summarized as follows: 

• Enhancing sustainable production by 

providing manufacturers with accurate 

data that supports eco-design and circular 

manufacturing strategies; 

• Extending product lifetimes and 

optimizing product use, thereby enabling 

circular value retention and unlocking 

new business opportunities for economic 

actors; 

• Empowering consumers to make sustaina-

ble purchasing and usage decisions 

through access to transparent and verifia-

ble product information; 

• Facilitating the transition to CE by im-

proving materials and energy efficiency 

across value chains; 

• Supporting regulatory authorities in 

monitoring compliance with environmen-

tal and CE regulations. 

DPPs are thus closely aligned with the foun-

dational principles of the CE, particularly 

those relating to resource efficiency, lifecycle 

thinking, and extended producer responsibil-

ity [13]. By ensuring the availability and in-

teroperability of product-related data, DPPs 

enable the systematic tracking and tracing of 

resources, support efficient recycling pro-

cesses, and foster responsible consumption. 

Moreover, the central aim of DPPs is to make 

high-quality product data accessible, stand-

ardized, and actionable across the entire eco-

system of stakeholders. As such, DPPs serve 

as a cornerstone of the digital infrastructure 

necessary to operationalize circular strategies 

at scale, supporting both industrial sustaina-

bility and policy-driven environmental objec-

tives [5]. 

DPPs offer several key advantages that di-

rectly support the implementation of CE strat-

egies and the development of a smart, data-

driven sustainability infrastructure [8]. First, 

DPPs enhance circularity by enabling more 

effective reuse, refurbishment, and recycling 

of products and components through access to 

accurate material and lifecycle data. Second, 

they support data-driven decision-making, 

equipping manufacturers, consumers, and 

downstream actors with comprehensive infor-

mation to inform product design, use, and 

end-of-life management. Third, DPPs contrib-

ute to sustainability tracking, allowing busi-

nesses to monitor environmental performance 

indicators and implement targeted improve-

ments aligned with regulatory and corporate 

sustainability objectives [8]. 
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Despite these promising benefits, several 

challenges must be addressed to enable the 

large-scale and cross-sectoral adoption of 

DPPs [11]. One major barrier is interoperabil-

ity, as industries and manufacturers frequently 

operate with heterogeneous data standards, 

formats, and IT infrastructures, hindering 

seamless data exchange and cross-platform 

compatibility. Additionally, data security and 

privacy pose significant concerns: the dissem-

ination of detailed product information across 

supply chains raises cybersecurity risks, intel-

lectual property concerns, and compliance 

challenges related to data protection regula-

tions. Finally, technological integration re-

mains a critical issue. To realize their full po-

tential, DPPs must be effectively integrated 

with emerging digital technologies – includ-

ing the IoT, Blockchain, and AI – requiring 

scalable, interoperable, and secure digital eco-

systems [11], [26]. 

 

DPP applications 

DPPs have a wide range of practical applica-

tions that directly support the operationaliza-

tion of CE principles, particularly in enhanc-

ing traceability, regulatory compliance, and 

material recovery [14]. One of the most sig-

nificant applications lies in improving prod-

uct traceability. When integrated with IoT 

technologies, DPPs enable real-time tracking 

of products and components across all stages 

of their lifecycle. This functionality facilitates 

a more nuanced understanding of product us-

age patterns and supports the development of 

optimized end-of-life management strategies. 

For example, manufacturers can leverage 

lifecycle data to design products that are more 

easily repaired, reused, or recycled, thereby 

minimizing waste generation and extending 

product longevity [26]. In addition, DPPs play 

a pivotal role in ensuring regulatory compli-

ance by verifying that products conform to 

environmental and safety standards through-

out their lifecycle. This is especially critical in 

the case of components containing hazardous 

materials, where proper handling, treatment, 

and disposal are essential to mitigating envi-

ronmental and health risks. Compliance not 

only helps meet legal obligations but also 

enhances corporate reputation among envi-

ronmentally conscious consumers and stake-

holders [26]. Moreover, in the domain of re-

cycling, DPPs provide recyclers with essential 

technical information needed to disassemble 

and process products safely and efficiently. 

This is particularly valuable in sectors such as 

electronics, where the recovery of critical raw 

materials depends on accurate identification 

of components and materials. For instance, 

having access to detailed specifications on the 

types of plastics, metals, or rare earth ele-

ments used in a product significantly im-

proves the effectiveness and economic viabil-

ity of recycling operations [26]. 

Through these applications and many others, 

DPPs function as a critical enabler of the CE 

model by ensuring that products and materials 

remain traceable, auditable, and responsibly 

managed throughout their entire lifecycle. 

Their ability to make product information 

transparent, actionable, and interoperable sup-

ports more sustainable decision-making 

across the entire value chain [16]. 

 

2.3 Internet of Things 

The Internet of Things represents a global in-

frastructure that enables the seamless integra-

tion of physical and digital entities through the 

deployment of advanced, interoperable tech-

nologies and services [27]. By facilitating the 

connection of sensors, devices, and systems 

via the internet, IoT creates a dynamic ecosys-

tem capable of collecting, transmitting, and 

processing real-time data across various sec-

tors and applications [27]. 

 

IoT system model 

According to [28], the IoT ecosystem com-

prises a wide range of use cases and stake-

holders that interact within diverse application 

domains, including manufacturing, logistics, 

healthcare, and environmental monitoring. As 

illustrated in Figure 2, the general use case 

model of IoT includes four core functional 

categories that define the operations and value 

delivery mechanisms within IoT systems: 

• Sensing and Actuating – This use case in-

volves the deployment of smart sensors 

and actuators to monitor and control 
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physical processes in real-time. Sensors 

collect data such as temperature, humid-

ity, location, and motion, while actuators 

trigger physical actions based on data-

driven insights. 

• Data Management – Central to the IoT ar-

chitecture, this layer encompasses the 

storage, integration, and preprocessing of 

collected data. It ensures that data from 

heterogeneous sources is transformed into 

meaningful and usable formats for further 

analysis. 

• Service Provision – IoT systems deliver tai-

lored services based on contextual data, 

supporting applications such as predictive 

maintenance, asset tracking, and smart re-

source allocation. These services often 

rely on cloud platforms and edge compu-

ting for scalability and responsiveness. 

• Privacy and Security Protection – Given 

the vast volumes of data exchanged in IoT 

networks, ensuring data integrity, confi-

dentiality, and access control is para-

mount. Security mechanisms are embed-

ded throughout the IoT stack to protect 

against cyber threats and maintain user 

trust. 

According to [28], the IoT involves a series of 

use cases and actors that interact within 

various application domains. The Figure 3 

shows the general use case model of the IoT 

as per the [28], where four key use cases—

sensing or actuating, data management, ser-

vice provision, and privacy protection—out-

line the general functionality and operations 

within IoT systems. 

 

 
Fig. 2. The general use case model of the IoT 

(source: [29]) 

 

Each use case is composed of distinct activi-

ties associated with specific roles performed 

by various IoT actors, including the Service 

Provider, Physical Thing, Data Manager, and 

IoT User. These actors interact within the sys-

tem to enable core IoT functions. Table 1 sum-

marizes the generic use cases, their corre-

sponding descriptions, and the roles of the as-

sociated actors, as adapted from [28].

 
Table 1. IoT generic use case description 

IoT Use Case Use Case Description IoT Actors Actor Description 

Sensing or Ac-

tuating 

Involves interaction with physi-

cal objects to collect data or trig-

ger actions. 

Physical Thing Engages with the IoT system through 

sensing (data collection) or actuating 

(control). 

Data Manage-

ment 

Encompasses the lifecycle of data 

from capture to processing. 

Data Manager Responsible for capturing, storing, 

transferring, and processing IoT-gen-

erated data. 

Service Provi-

sion 

Offers and utilizes services based 

on IoT-enabled data and func-

tions 

Service Pro-

vider, IoT User 

Service Provider delivers IoT-ena-

bled functionalities; IoT User con-

sumes them. 

Privacy Protec-

tion 

Ensures confidentiality, integrity, 

and access control for sensitive 

data. 

All Actors Each actor plays a role in maintaining 

privacy and securing data within the 

system. 

Source: Adapted from [28] 

 

This IoT system model highlights the interde-

pendent nature of IoT systems, where actors 

collectively contribute to the seamless opera-

tion, data governance, and service delivery of 

connected applications. In the context of 

DPPs, understanding the roles of these actors 

is essential for designing secure, scalable, and 

interoperable systems that support CE prac-

tices. Together, these elements form the foun-

dational structure of the IoT, enabling a wide 

array of intelligent, automated, and connected 

solutions. Within the CE context, these 
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capabilities are particularly valuable for mon-

itoring product usage, optimizing resource 

flows, and supporting the implementation of 

DPPs with real-time, context-aware data 

streams [29]. 

 

IoT applications 

Within the context of the CE and DPPs, IoT 

serves as a critical enabler for dynamic 

tracking, real-time monitoring, and data-

driven decision-making throughout the prod-

uct lifecycle [10]. By embedding intelligence 

into physical assets, IoT facilitates the digital-

ization of lifecycle processes, thereby sup-

porting core CE principles such as resource 

efficiency, extended product use, and closed-

loop material flows, as depicted in Figure 3.

 

 

 
Fig. 3. Example of IoT-enabled CE business models (source: [33]) 

 

One of the most impactful applications of IoT 

in the SDCE is the optimization of product 

lifecycles. Through the deployment of ad-

vanced sensors and data analytics, IoT sys-

tems are capable of continuously monitoring 

the operational status and usage patterns of 

products. These insights can be used to predict 

failures and schedule preventive maintenance, 

reducing unplanned downtime and extending 

product longevity [29]. For instance, in the au-

tomotive sector, IoT-enabled devices can 

track component degradation and trigger 

maintenance alerts prior to breakdown, 

thereby improving vehicle durability and re-

ducing material waste. In such contexts, 

maintenance, remanufacturing, or repair ac-

tivities can be scheduled automatically in re-

sponse to detected anomalies, sometimes us-

ing fully autonomous decision-making sys-

tems that contribute to intelligent resource 

management. 

IoT also plays a key role in enhancing mate-

rial traceability across supply chains, partic-

ularly within product-service systems – an 

essential feature of effective circularity and 

industrial symbiosis. By embedding smart 

identifiers such as Radio-Frequency Identifi-

cation (RFID) tags into products and compo-

nents, stakeholders can track the journey of 

materials from production to end-of-life. This 

level of transparency enables more accurate 

decisions related to reuse, refurbishment, and 

recycling. In the electronics industry, for ex-

ample, IoT facilitates the tracking of specific 

components to ensure the responsible recov-

ery of valuable materials such as gold, copper, 

and rare earth elements, thus improving the 

environmental and economic outcomes of re-

cycling operations [30]. 

Beyond traceability, IoT significantly contrib-

utes to the management of reverse logistics, 

which involves the return of end-of-life prod-

ucts to the supply chain for reprocessing, re-

cycling, or refurbishment [31]. IoT systems 

provide real-time data on the location, condi-

tion, and status of returned items, enabling op-

timized planning of logistics operations and 

resource recovery activities [32]. Such 
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integration not only increases operational ef-

ficiency but also supports more responsive 

and circular supply chains [30]. 

Furthermore, IoT is fostering the development 

of new ownership and consumption models, 

such as Product-as-a-Service (PaaS), wherein 

consumers gain access to products on a usage 

basis rather than through outright ownership 

[32]. This approach reduces the proliferation 

of single-use products and incentivizes manu-

facturers to design for durability, modularity, 

and lifecycle accountability – principles 

aligned with both CE and DPP implementa-

tion [29], [33]. 

IoT contributes to the implementation of CE 

principles and DPPs in multiple significant 

ways: 

• Real-time product tracking and moni-

toring: IoT-enabled devices, such as sen-

sors, RFID tags, and NFC chips, facilitate 

continuous monitoring of product condi-

tions, including environmental parameters 

(e.g. temperature, humidity) and usage 

patterns. This functionality enables dy-

namic lifecycle management and proac-

tive interventions [33] 

• Enhanced traceability and transpar-

ency: By enabling end-to-end visibility 

across supply chains, IoT systems im-

prove accountability in sourcing, produc-

tion, distribution, and end-of-life manage-

ment. This transparency is essential for 

supporting closed-loop systems and stake-

holder collaboration [33]. 

• Lifecycle optimization: IoT-driven pre-

dictive analytics support optimized 

maintenance scheduling, reduce un-

planned downtime, and extend product 

lifespans. These capabilities align with 

key CE objectives, such as waste minimi-

zation and value retention [33]. 

• Automated data collection for regula-

tory compliance: IoT facilitates the auto-

matic generation and transmission of 

product lifecycle data, thereby supporting 

compliance with sustainability policies, 

environmental regulations, and extended 

producer responsibility frameworks [33]. 

Despite these advantages, the integration of 

IoT into CE and DPP systems faces several 

critical challenges [10], [11], [29]. First, in-

teroperability issues arise due to the lack of 

standardized communication protocols and 

data formats across industries, limiting the 

seamless exchange and aggregation of IoT-

enabled sustainability data [10]. Second, data 

security and privacy concerns persist, as man-

aging and safeguarding large volumes of sen-

sitive lifecycle data requires robust cybersecu-

rity infrastructures and compliance with data 

protection regulations [11]. Third, high imple-

mentation costs remain a barrier, as the de-

ployment of IoT infrastructure – encompass-

ing smart sensors, connectivity platforms, and 

cloud-based analytics – demands substantial 

financial and technical investments [11]. 

Lastly, scalability and infrastructure readi-

ness continue to pose challenges, particularly 

in global supply chains where heterogeneous 

technological maturity complicates the devel-

opment of interoperable and scalable IoT so-

lutions [29]. Nevertheless, the integration of 

IoT with DPPs presents a transformative op-

portunity for advancing a smart, connected, 

and sustainable economy. By enabling real-

time, data-driven insights and automating key 

lifecycle processes, IoT-DPP systems can op-

erationalize CE strategies at scale [3]. In sum-

mary, IoT acts as a foundational technology 

that enables the transition towards a SDCE by 

providing the infrastructure for transparency, 

responsiveness, and intelligent lifecycle man-

agement [2]. Its integration with DPPs 

strengthens product-level sustainability inter-

ventions and enhances systemic coordination 

across the value chain [9], [16]. 

 

3 Methodology 

3.1 Research Design 

This study employs a Systematic Literature 

Review (SLR) as its methodological approach 

to investigate the integration of IoT technolo-

gies with DPPs within the framework of the 

CE. The SLR methodology enables a rigor-

ous, transparent, and replicable process for 

identifying, evaluating, and synthesizing ex-

isting knowledge from scholarly publications, 

industry white papers, and relevant policy and 

regulatory documents [34]. This structured 

approach ensures the reliability and 
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comprehensiveness of the insights drawn, 

forming a robust foundation for theoretical de-

velopment and practical analysis. 

 

3.2 Research Purpose 

The purpose of this research is to identify and 

model key IoT-driven use cases for DPPs and 

to develop a conceptual framework that sup-

ports the integration of IoT technologies into 

DPP systems for advancing sustainability 

within CE practices. The study aims to con-

tribute both to the academic discourse on dig-

ital sustainability and to the practical imple-

mentation of IoT–DPP solutions across indus-

trial sectors seeking to enhance circularity, 

transparency, and data-driven lifecycle man-

agement. 

 

3.3 Research Questions 

To guide the investigation, the study is struc-

tured around the following research questions: 

• [RQ1] What are the key IoT-driven use 

cases for DPPs that promote product sus-

tainability practices within the CE? 

• [RQ2] How can IoT be effectively inte-

grated with DPPs to optimize CE prac-

tices and enable smart digital data-driven 

sustainability? 

 

3.4 Research Objectives 

Aligned with the research questions, the study 

is organized around two primary objectives: 

• [RO1] To identify and model IoT-driven 

use cases for DPPs across various stages 

of the product lifecycle; 

• [RO2] To develop a conceptual frame-

work for IoT–DPP integration that en-

hances sustainability practices within the 

CE. 

 

3.5 Research Methodology 

The research methodology employed in this 

study is grounded in a Systematic Literature 

Review (SLR), a well-established method for 

aggregating, synthesizing, and critically ana-

lysing existing scholarly work [34]. This ap-

proach is particularly suited for examining the 

intersection of IoT technologies, DPPs appli-

cations, and CE principles. By employing an 

SLR, the study aims to extract state-of-the-art 

insights, identify prevailing research gaps, 

and understand current system design and 

modeling practices relevant to IoT–DPP inte-

gration in CE contexts. 

To ensure methodological rigor and transpar-

ency, the SLR follows the PRISMA (Preferred 

Reporting Items for Systematic Reviews and 

Meta-Analyses) method. PRISMA provides a 

structured protocol for literature identifica-

tion, screening, eligibility assessment, and in-

clusion, which supports the reproducibility 

and credibility of the review process [35]. 

 

Data Collection 

The data collection phase focused on identify-

ing high-quality, relevant literature related to 

IoT technologies, CE strategies, and DPPs ap-

plications. The objective was to obtain a com-

prehensive view of current knowledge and 

practices across academic, regulatory, and in-

dustrial domains. 

• Sources: Peer-reviewed journal articles, 

conference proceedings, official policy 

and regulatory documents, and industry 

white papers. 

• Databases: Literature was retrieved from 

major academic and technical reposito-

ries, including Web of Science, Scopus, 

IEEE Xplore, ScienceDirect, Spring-

erLink, Emerald Insight, and Google 

Scholar. 

• Search Queries: Search strings were con-

structed using combinations of relevant 

keywords and Boolean operators (“and”, 

“or”, “not”) to refine results. Example 

terms included: “Internet of Things”, “Cir-

cular Economy”, “Digital Product Pass-

ports”, “System Design”, “Use Cases”, 

“Sustainability”. This approach ensured 

that only literature directly aligned with 

the study's research objectives was consid-

ered. 

• Inclusion Criteria: Publications in Eng-

lish from the last 15 years that explicitly 

address IoT, DPPs, CE concepts in rele-

vant application domains. 

• Exclusion Criteria: Studies not explicitly 

addressing IoT systems in the context of 

CE or DPPs, as well as non-scholarly 

sources such as editorials, opinion pieces, 
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or promotional content, were excluded 

from the review. 

 

Data Analysis 

The collected literature was analysed using 

qualitative thematic analysis, a method that 

facilitates the identification of recurring pat-

terns, conceptual trends, and research gaps 

across the selected studies [36]. Themes were 

derived inductively and organized to inform 

the modeling of use cases and the develop-

ment of the conceptual framework [37]. 

The systematic approach adopted in identify-

ing and analysing IoT–DPP–CE use cases en-

sures that the resulting conceptual framework 

is evidence-based, technically coherent, and 

aligned with CE goals [36]. Particular empha-

sis was placed on the operationalization of 

DPPs, demonstrating how IoT technologies 

can support traceability, sustainability track-

ing, and lifecycle optimization within CE 

model [38]. 

 

4 Results and discussions 

The research findings are presented in align-

ment with the research design and follow the 

structure defined by the research questions. 

This section addresses each question in detail, 

offering both conceptual and applied insights 

derived from the systematic literature review. 

 

4.1 [RQ1] What are the key IoT-driven use 

cases for DPPs that promote product sus-

tainability practices within the CE? 

The study identified a set of critical IoT-

driven use cases that support the implementa-

tion of DPPs across various phases of the 

product lifecycle, thereby reinforcing sustain-

ability objectives within the CE context. 

These use cases are grounded in the literature 

and modeled through a system-level 

perspective that reflects interactions among 

key IoT actors and functional processes [37]. 

 

IoT Use Case Model 

Building on the insights gathered from the lit-

erature review [2], [3], [8], [9], [25], [28], 

[38], the study proposes an IoT System Use 

Case Model tailored to DPP applications 

within the CE context. This model delineates 

the primary and secondary use cases sup-

ported by IoT technologies and highlights the 

key actors involved in each use case. It under-

scores how IoT systems enhance sustainabil-

ity, regulatory compliance, traceability, and 

lifecycle efficiency through interconnected 

functions. 

 

 
Fig. 4. IoT system use case model (source: 

authors’ own research) 

 

Figure 4 illustrates the proposed model, in 

which IoT infrastructure supports integrated 

CE-DPP activities across the product lifecy-

cle. The corresponding use cases and actors 

are detailed in Table 2.

 
Table 2. IoT System Use Cases for DPP applications within CE domain 

Use Case Use Case Description Actor Actor Responsibilities 

Product 

Lifecycle 

Management 

Manages the entire lifecycle of a product 

by leveraging IoT data to enhance deci-

sion-making and operational efficiency. 

Manufacturer Oversees the full product 

lifecycle from design to end-

of-life. 

Traceability 

and Transpar-

ency 

Ensures product traceability and status 

visibility across the value chain. 

Manufacturer, 

Consumer 

Manufacturer tracks and up-

dates data; Consumers access 

product history. 
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Use Case Use Case Description Actor Actor Responsibilities 

Regulatory 

Compliance 

Provides real-time compliance data to en-

sure adherence to legal and environmental 

regulations. 

Manufacturer, 

Regulator 

Manufacturer ensures product 

compliance; Regulator audits 

and verifies conformity. 

Material Re-

covery and 

Recycling 

Enables efficient material separation, re-

covery, and reintegration using IoT-

linked product data. 

Manufacturer, 

Recycler 

Manufacturer designs for dis-

assembly; Recycler processes 

recovered materials. 

End-of-Life 

Processing 

Optimizes decisions related to disposal, 

refurbishment, or reuse using real-time 

data. 

Manufacturer, 

Consumer, Re-

cycler 

Involved actors coordinates 

return and processing of used 

products. 

Sustainable 

Production 

Enhances the sustainability of production 

by reducing resource inputs and emis-

sions. 

Manufacturer Directly implements sustaina-

ble manufacturing practices 

using IoT insights. 

Consumer En-

gagement 

Supports informed consumer behaviour 

through access to DPP data and product 

status. 

Consumer Interacts with DPP systems to 

make environmentally respon-

sible usage decisions. 

Energy and 

Material Effi-

ciency 

Optimizes energy consumption and mate-

rial usage in manufacturing and through-

out product use. 

Manufacturer, 

Regulator 

Manufacturer adopts efficient 

processes; Regulator enforces 

sustainability standards. 

Source: Authors’ own research 

 

Each of these use cases illustrates the potential 

for IoT–DPP integration to serve as a founda-

tion for sustainability innovation in the CE. 

Through real-time data acquisition, system-

wide visibility, and automated process optimi-

zation, IoT enables a level of lifecycle intelli-

gence that is crucial for achieving CE goals. 

The following sub-section expands on these 

use cases by providing illustrative examples 

and functional activities associated with each, 

further contextualizing their role within prac-

tical implementations of IoT-based DPP sys-

tems in CE context. 

Product Lifecycle Management use case 

The Product Lifecycle Management (PLM) 

use case demonstrates a comprehensive and 

holistic approach to managing a product from 

design to end-of-life, leveraging IoT and DPP 

technologies to support sustainability goals in 

alignment with CE principles. Figure 5 illus-

trates the IoT-enabled PLM use case, which 

emphasizes how smart technologies contrib-

ute to enhanced resource efficiency, lifecycle 

transparency, and environmental stewardship 

at every stage of the product’s journey.

 

 
Fig. 5. IoT use case for Product Lifecycle Management (source: authors’ own research) 
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This use case exemplifies the synergy be-

tween IoT infrastructure, DPP systems, and 

CE strategies, wherein data flows are continu-

ously captured, updated, and utilized to sup-

port intelligent decision-making across the en-

tire lifecycle. Each activity reinforces the vi-

sion of a SDCE by enhancing product durabil-

ity, optimizing resource use, and facilitating 

sustainable end-of-life options. 

A possible example of the lifecycle stages 

and their respective functions are described 

below: 

• Design Product: IoT technologies are 

employed to collect real-time data on user 

behaviour, product usage environments, 

and material performance, which inform 

the design of next-generation products. 

DPPs document design specifications and 

component metadata to support traceabil-

ity and facilitate future disassembly or re-

cycling. CE principles guide product de-

sign toward resource minimization, mod-

ularity, and durability. 

• Manufacture Product: During produc-

tion, IoT devices monitor operational pa-

rameters such as energy consumption, ma-

chine efficiency, and material inputs. 

These data streams feed into DPPs, which 

log source materials, process steps, and 

compliance indicators. CE objectives fo-

cus on waste minimization, resource effi-

ciency, and low-impact production. 

• Monitor Usage Data: IoT sensors embed-

ded in products track key performance in-

dicators (e.g., temperature, vibration, en-

ergy use) to assess condition and usage 

patterns. This real-time data is continu-

ously updated in the DPP, enabling manu-

facturers and users to monitor lifecycle 

progress. CE strategies promote mainte-

nance, reuse, and optimized utilization 

during this phase. 

• Schedule Maintenance: Predictive 

maintenance capabilities enabled by IoT 

algorithms identify potential failures be-

fore they occur. Maintenance events are 

logged in the DPP, creating a complete 

service history. CE encourages repair and 

restoration as a means to prolong the func-

tional life of products and components. 

• Recommend Upgrades/Repairs: Based 

on IoT-collected performance data, the 

system may recommend upgrades or com-

ponent-level repairs. The DPP provides 

contextual information, such as part spec-

ifications and service provider options, fa-

cilitating informed decisions. CE supports 

refurbishment and remanufacturing as 

value-retention strategies. 

• Manage End-of-Life Options: As the 

product nears obsolescence, IoT triggers 

notifications based on usage thresholds or 

failure conditions. DPPs offer disposal, re-

turn, or recycling instructions aligned with 

CE principles, ensuring that valuable ma-

terials are recovered and reintegrated into 

new production cycles, minimizing envi-

ronmental impact. 

 

Traceability and Transparency use case 

The Traceability and Transparency use case 

illustrates how the integration of IoT technol-

ogies and DPPs supports comprehensive 

lifecycle documentation, ensuring that all 

stakeholders – manufacturers, consumers, re-

cyclers, and regulators – have access to accu-

rate and verifiable product information 

throughout the lifecycle. This visibility is es-

sential for promoting accountability, informed 

decision-making, and alignment with CE prin-

ciples. Figure 6 presents the IoT-enabled 

traceability and transparency use case, high-

lighting the continuous flow of data from raw 

material acquisition to end-of-life manage-

ment.
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Fig. 6. IoT use case for Traceability and Transparency (source: authors’ own research) 

 

By ensuring that each lifecycle phase is trans-

parently recorded and shared, this use case re-

inforces sustainable business models and sup-

ports the operationalization of CE strategies 

through data-driven collaboration. 

A possible example of the lifecycle stages 

and their respective functions are described 

below: 

• Capture Raw Material Data: IoT technol-

ogies are deployed at the extraction or 

sourcing stage to collect data on material 

type, origin, and sustainability credentials 

(e.g. carbon intensity, certification status). 

This information is recorded in the DPP, es-

tablishing material provenance. CE princi-

ples emphasize the responsible sourcing of 

raw materials to reduce upstream environ-

mental impacts. 

• Log Manufacturing Details: During pro-

duction, IoT systems monitor manufactur-

ing parameters such as energy use, emis-

sions, and material efficiency. These data 

points are logged in the DPP to ensure pro-

cess traceability and regulatory compliance. 

In accordance with CE strategies, manufac-

turers are encouraged to use recyclable, bio-

degradable, or modular materials, enabling 

easier disassembly and reuse. 

• Track Distribution: IoT tools – including 

GPS, RFID, and geofencing technologies – 

enable real-time tracking of products during 

transportation and distribution. These up-

dates are logged in the DPP, enabling supply 

chain stakeholders to monitor logistics 

performance. CE strategies focus on logis-

tics optimization, seeking to minimize the 

carbon footprint of transportation networks 

through route efficiency and sustainable 

packaging. 

• Monitor Consumer Usage: IoT sensors 

embedded in the product track usage behav-

iour, functional performance, and wear-and-

tear patterns. This information is accessible 

to consumers via the DPP, fostering product 

stewardship and encouraging more sustain-

able usage habits. CE principles advocate 

for prolonging product life through in-

formed use, maintenance, and behavioural 

change. 

• Record End-of-Life Disposal: As the prod-

uct reaches the end of its usable life, IoT sys-

tems detect lifecycle thresholds and trigger 

notifications. The DPP provides customized 

end-of-life instructions, such as return, re-

pair, or recycling guidelines. These support 

CE goals by facilitating material recovery, 

closed-loop recycling, and waste minimiza-

tion. 

 

Regulatory Compliance Use Case 

The Regulatory Compliance use case illus-

trates how the integration of IoT systems, 

DPPs applications, and CE strategies facili-

tates adherence to environmental, safety, and 

product-specific regulations. More than ful-

filling legal obligations, this approach pro-

motes sustainability as a core component of 

compliance, aligning corporate practices with 
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broader ecological goals. Figure 7 presents the 

regulatory compliance use case, highlighting 

how IoT technologies and DPPs enable 

continuous monitoring, reporting, and verifi-

cation of regulatory performance across the 

product lifecycle.

 

 
Fig. 7. IoT use case for Regulatory Compliance (source: authors’ own research) 

 

By automating compliance data collection, 

assessment, and reporting, this use case sup-

ports both regulatory accountability and envi-

ronmental stewardship, fostering a data-

driven and sustainable approach to product 

governance. 

A possible example of the lifecycle stages 

and their respective functions are described 

below: 

• Define Compliance Requirements: IoT 

systems assist in identifying and contextual-

izing specific regulatory requirements appli-

cable to different markets, sectors, and prod-

uct categories. These requirements – rang-

ing from eco-design directives to material 

restrictions – are recorded in the DPP. CE 

principles, such as waste reduction and de-

sign for recyclability, are incorporated into 

compliance planning to ensure sustainable 

conformity from the outset. 

• Collect Compliance Data: IoT sensors con-

tinuously gather relevant data during manu-

facturing, distribution, and product use (e.g. 

emissions, material composition, energy 

consumption). This data is securely stored in 

the DPP, establishing a verifiable digital au-

dit trail. The collection process emphasizes 

sustainable resource utilization and the min-

imization of pollutants in alignment with CE 

objectives. 

• Evaluate Product Against Standards: 

IoT-enabled analytics evaluate the product’s 

performance against regulatory benchmarks 

using real-time and historical data housed in 

the DPP. This assessment includes compli-

ance with environmental impact limits, 

safety certifications, and CE-aligned prac-

tices such as regenerate, recover, and reuse. 

• Generate Compliance Reports: Detailed 

compliance reports are dynamically gener-

ated from the DPP also using IoT-collected 

product data. These reports include docu-

mentation of sustainability-oriented prac-

tices, such as lifecycle extension, material 

traceability, and waste minimization, rein-

forcing the organization’s alignment with 

CE principles. 

• Submit Reports to Authorities: IoT sys-

tems facilitate the automated submission of 

compliance reports to relevant regulatory 

authorities. The DPP ensures all submis-

sions are timestamped, traceable, and se-

curely archived, offering transparency and 

accountability. The documentation also 

serves as evidence of the company’s com-

mitment to environmental compliance and 

circular innovation. 

 

Material Recovery and Recycling Use 

Case 
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The Material Recovery and Recycling use 

case demonstrates how IoT technologies, 

DPPs applications, and CE strategies work to-

gether to enable the efficient, sustainable, and 

traceable reintegration of materials into the 

production cycle. This use case supports the 

CE vision of closing material loops by 

ensuring that products, components, and ma-

terials are systematically recovered and redi-

rected into productive use. Figure 8 illustrates 

the integration of IoT-enabled systems and 

DPP information throughout the recovery and 

recycling process, enabling data-driven deci-

sion-making and full lifecycle traceability.

 

 
Fig. 8.  IoT use case for Material Recovery and Recycling (source: authors’ own research) 

 

This use case exemplifies how intelligent 

sensing, automated sorting, and real-time data 

capture support circular practices such as re-

use, recycling, recovery, and regeneration, 

contributing significantly to the reduction of 

waste and the preservation of natural re-

sources. 

A possible example of the lifecycle stages 

and their respective functions are described 

below: 

• Identify Recyclable Materials: IoT sen-

sors embedded in products or disassembly 

systems detect and classify recyclable ma-

terials based on type, purity, or contami-

nation. The DPP provides precise infor-

mation about material composition, 

origin, and recyclability, enabling in-

formed decision-making at the recovery 

stage. CE strategies such as reuse and re-

cycle guide this process, aiming to max-

imize the retention of material value. 

• Sort Materials at End-of-Life: Auto-

mated IoT-driven sorting systems, often 

enhanced by AI and machine vision tech-

nologies, streamline the separation of ma-

terials into distinct categories (e.g. metals, 

plastics, glass). DPP data facilitates this by 

providing detailed tagging and material 

metadata. This stage is critical to achiev-

ing high-quality recycling and supports 

CE objectives related to efficient material 

disassembly, preservation, and optimiza-

tion. 

• Process Materials for Recycling: IoT 

systems monitor recycling operations in 

real time, capturing data on temperature, 

chemical treatments, and throughput rates. 

DPPs are continuously updated to log each 

step of the recycling process, ensuring 

traceability, compliance, and data integ-

rity. The CE principle of recovery is oper-

ationalized here by transforming post-con-

sumer waste into secondary raw materials 

suitable for reintegration. 

• Return Materials to Supply Chain: 

Once recycled, the recovered materials are 

reintroduced into manufacturing work-

flows. IoT supports this reintegration by 

tracking the flow and quality of returned 

materials, while DPPs record the materi-

als’ new lifecycle phase. This step embod-

ies the CE principle of regeneration, pro-

moting closed-loop supply chains and re-

ducing dependency on virgin resources. 
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End-of-Life Processing Use Case 

The End-of-Life (EoL) Processing use case 

focuses on the final phase of a product’s 

lifecycle, aiming to maximize resource recov-

ery, extend product value, and minimize envi-

ronmental impact. This process is enabled 

through the convergence of IoT technologies, 

DPPs, and CE strategies, forming a closed-

loop system that ensures the responsible and 

efficient handling of products and materials at 

the end of their useful life. Figure 9 presents 

the IoT-enabled EoL processing use case, il-

lustrating how data-driven tools and digital 

documentation facilitate sustainable waste 

management and material reintegration.

 

 
Fig. 9. IoT use case for End-of-Life Processing (source: authors’ own research) 

 

This use case exemplifies how technological 

systems, digital infrastructure, and circular 

design converge to create an intelligent, trace-

able, and sustainability-aligned approach to 

end-of-life product management. 

A possible example of the lifecycle stages 

and their respective functions are described 

below: 

• Collect End-of-Life Products: IoT-ena-

bled logistics systems coordinate the iden-

tification, collection, and tracking of EoL 

products. Smart containers, geolocation, 

and scheduling tools improve collection 

efficiency, while DPPs provide detailed 

information regarding product composi-

tion, disassembly instructions, and return 

protocols. This aligns with CE principles 

focused on material retention and reverse 

logistics. 

• Determine Reusability: Automated IoT 

diagnostic tools assess the physical and 

functional condition of returned products 

to determine their potential for reuse. The 

DPP supplies lifecycle data such as usage 

history, maintenance records, and repair 

logs, enabling informed decisions about 

whether to reuse, refurbish, or recycle. 

This supports CE strategies such as reuse, 

remanufacture, and value preservation. 

• Refurbish Reusable Products: IoT tech-

nologies support the refurbishment pro-

cess by guiding diagnostics, repair, and 

testing procedures. Refurbishment ac-

tions, parts replaced, and performance val-

idation outcomes are recorded in the DPP, 

ensuring transparency. This step opera-

tionalizes CE principles aimed at extend-

ing product lifespan and reducing demand 

for new manufacturing inputs. 

• Recycle Non-Reusable Parts: For com-

ponents that cannot be reused or refur-

bished, IoT-powered sorting systems 

identify recyclable materials based on sen-

sor analysis. The DPP ensures full tracea-

bility by documenting how each part was 

disassembled and where it was routed for 

recycling. This aligns with the CE focus 

on resource recovery and closed-loop ma-

terial flows. 

• Dispose of Waste Safely: Residual waste 
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that cannot be reintegrated into production 

cycles is handled through IoT-monitored 

disposal systems that enforce safe, com-

pliant, and environmentally responsible 

practices. Final disposal details, including 

method, location, and environmental im-

pact data, are stored in the DPP. This stage 

supports CE to minimize harmful emis-

sions and landfill use, while maintaining 

regulatory accountability. 

Sustainable Production Use Case 

The Sustainable Production use case focuses 

on the integration of IoT technologies, DPPs, 

and CE strategies to promote resource 

efficiency, low-impact manufacturing, and 

eco-design principles from the earliest stages 

of product creation. By embedding sustaina-

bility into production workflows, this use case 

facilitates the shift from linear, resource-in-

tensive manufacturing to smart, regenerative 

production systems. Figure 10 illustrates how 

IoT-enabled monitoring, automation, and data 

analytics – together with DPP-based docu-

mentation – enable manufacturers to imple-

ment CE-aligned strategies that reduce envi-

ronmental impact while improving production 

transparency and performance.

 

 
Fig. 10. IoT use case for Sustainable Production (source: authors’ own research) 

 

This use case demonstrates how sustainability 

can be proactively embedded into production 

processes, ensuring that products are not only 

efficient in use but also sustainably manufac-

tured. 

A possible example of the lifecycle stages 

and their respective functions are described 

below: 

• Select Sustainable Materials: IoT-ena-

bled verification systems assess the sus-

tainability attributes of raw materials –

such as recyclability, renewable sourcing, 

or low embodied carbon. These material 

details are documented in the DPP, ena-

bling full traceability and reinforcing CE 

principles such as rethink, reduce, and re-

fuse. 

• Use Energy-Efficient Processes: IoT 

sensors monitor real-time energy usage 

across machinery and production lines. 

Collected data are analysed to optimize 

energy consumption and reduce waste. 

Energy performance metrics are recorded 

in the DPP, ensuring transparency, ac-

countability, and alignment with CE goals 

to minimize resource inputs and reduce 

emissions. 

• Implement Waste Reduction Tech-

niques: IoT technologies support waste 

minimization through real-time monitor-

ing, process control, and predictive analyt-

ics. For example, defect rates, offcuts, and 

excess materials are tracked and reduced 

through intelligent feedback systems. 

Each intervention is logged in the DPP to 

support CE principles such as refuse, re-

duce, and redesign out waste. 

• Produce Products: IoT-integrated manu-

facturing systems enable automated, adap-

tive, and precise production, improving 
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both consistency and efficiency. The DPP 

maintains a digital record of the produc-

tion process, including design versioning, 

quality control data, and material inputs. 

This ensures that production supports CE 

strategies like redesigning for durability 

and modular product architecture. 

• Monitor Environmental Impact: Envi-

ronmental parameters such as emissions, 

water usage, and air quality are continu-

ously tracked through IoT-based environ-

mental monitoring systems. These metrics 

are fed into the DPP, supporting continu-

ous improvement and environmental per-

formance benchmarking. This stage em-

bodies CE principles of regeneration, 

helping to mitigate damage and restore 

natural systems. 

 

Consumer Engagement Use Case 

The Consumer Engagement use case high-

lights the critical role of consumers as active 

participants in the sustainable lifecycle of 

products. Through the integration of IoT tech-

nologies, DPPs, and CE strategies, this use 

case enables meaningful interaction between 

consumers and producers. By providing real-

time feedback, sustainability education, and 

data-driven personalization, it promotes more 

responsible consumption and supports the 

long-term goals of circularity. Figure 11 illus-

trates how IoT systems and DPP applications 

facilitate a two-way flow of information, em-

powering consumers to make informed 

choices while enabling producers to adapt 

based on user behaviour and feedback.

 

 
Fig. 11. IoT use case for Consumer Engagement (source: authors’ own research) 

 

This use case underscores the collaborative 

potential of digital technologies to enhance 

consumer awareness, product longevity, and 

sustainable decision-making, while improv-

ing consumer satisfaction. 

A possible example of the lifecycle stages 

and their respective functions are described 

below: 

• Provide Product Information: IoT sen-

sors collect real-time usage data – such as 

energy consumption, maintenance status, 

and wear levels – which are recorded and 

visualized through the DPP. This transpar-

ency allows consumers to understand how 

their behaviours influence environmental 

performance. CE principles such as re-

thinking consumption and raising 

awareness are central to this function. 

• Offer Sustainability Tips: IoT-enabled 

systems deliver personalized notifications 

and tips to encourage more sustainable use 

practices (e.g. avoiding overcharging, 

timely maintenance). These suggestions 

are dynamically updated in the DPP based 

on actual usage patterns. This approach 

supports CE strategies such as reuse, re-

pair, and reduce, using behavioural 

nudges to foster sustainable habits. 

• Collect Feedback from Consumers: 

Consumers interact with products via IoT 

user interfaces (e.g. mobile apps, dash-

boards) to provide feedback on product 

functionality, comfort, usability, and satis-

faction. This feedback is analysed and 
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recorded in the DPP, establishing a feed-

back loop that allows manufacturers to im-

prove products based on real-world usage. 

It supports the CE goal of co-creation and 

continuous improvement. 

• Adjust Products Based on Feedback: 

Based on insights gained from consumer 

interaction, IoT systems support the real-

time adjustment or future redesign of 

products to better meet user needs. These 

modifications are logged in the DPP to 

maintain full lifecycle transparency. This 

iterative process contributes to adaptive 

product development and supports CE 

strategies such as redesign, remanufactur-

ing, and customer-centric circular innova-

tion. 

 

Energy and Material Efficiency Use Case 

The Energy and Material Efficiency use case 

focuses on optimizing the use of resources 

throughout the entire product lifecycle, with 

the objective of minimizing environmental 

impact and enhancing sustainability perfor-

mance. This use case demonstrates how the 

IoT technologies, DPPs, and CE strategies can 

drive measurable improvements in both en-

ergy performance and material utilization, 

contributing directly to the broader objectives 

of circular production and consumption. Fig-

ure 12 illustrates the IoT-enabled approach to 

achieving energy and material efficiency, em-

phasizing how real-time data, automation, and 

lifecycle documentation converge to support 

continuous optimization.

 

 
Fig. 12. IoT use case for Energy and Material Efficiency (source: authors’ own research) 

 

Through advanced monitoring, feedback 

loops, and lifecycle transparency, this use case 

provides a blueprint for resource-smart manu-

facturing and product design with significant 

improvements in energy and material effi-

ciency. 

A possible example of the lifecycle stages 

and their respective functions are described 

below: 

• Design for Efficiency: IoT tools are inte-

grated into product design software to 

model and simulate energy and material 

flows before physical production begins. 

This allows designers to select optimal 

materials and configurations that reduce 

waste and environmental impact. All spec-

ifications are recorded in the DPP to sup-

port traceability and lifecycle 

optimization. CE principles of rethinking 

and reducing are operationalized at this 

early stage to minimize inputs from the 

outset. 

• Monitor Energy and Material Use: IoT-

enabled sensors monitor the real-time con-

sumption of energy (e.g. electricity, fuel) 

and materials (e.g. raw inputs, packaging) 

across various stages of the product lifecy-

cle. These data streams are continuously 

updated in the DPP, allowing for transpar-

ent reporting and immediate adjustments 

to reduce inefficiencies. This aligns with 

CE strategies that promote resource con-

servation and dynamic process optimiza-

tion. 

• Optimize Manufacturing Processes: 

IoT-controlled automation and analytics 



Informatica Economică vol. 29, no. 3/2025  71 

 

platforms are employed to enhance pro-

duction efficiency, reduce material loss, 

and lower energy use. Each improvement 

– such as process redesign, waste reduc-

tion, or load balancing – is logged in the 

DPP, enabling full documentation of sus-

tainability efforts. These practices reflect 

CE principles of redesign, reduce, and op-

timize. 

• Review and Improve Regularly: IoT 

systems continuously analyse historical 

and real-time data to identify new oppor-

tunities for efficiency improvements. Up-

dates to operational practices, materials, 

or technologies are captured in the DPP to 

maintain a living record of sustainability 

evolution. This supports CE goals related 

to regeneration, continuous improvement, 

and systemic circularity, where products 

and processes evolve to become more sus-

tainable over time. 

 

4.2 [RQ2] How can IoT be effectively inte-

grated with DPPs to optimize CE practices 

and enable smart digital data-driven sus-

tainability? 

Drawing upon the insights derived from the 

identified IoT-driven use cases for the imple-

mentation of DPPs, this study proposes a con-

ceptual framework for the integration of IoT 

with DPPs to operationalize CE practices and 

promote smart digital data-driven sustainabil-

ity. This integrated conceptual model is visu-

ally represented in Figure 13.

 

 
Fig. 13. IoT and DPP integration for a SDCE (source: adapted from [33]) 

 

This framework addresses the technological, 

structural, and regulatory elements necessary 

for enabling seamless data flows, interopera-

bility, and real-time lifecycle intelligence 

across product systems [33]. It provides a uni-

fied model through which digital technologies 

can support sustainable product and resource 

management across pre-use, use, and post-use 

stages [1]. The conceptual framework consists 

of the following three foundational pillars 

aligned with [24]: 

• IoT-Enabled Data Collection 

IoT technologies – including sensors, 

RFID tags, QR code data carriers, and 

smart labels – serve as primary mecha-

nisms for capturing real-time product and 

environmental data throughout the lifecy-

cle. This includes data on usage patterns, 

material conditions, location tracking, en-

ergy consumption, and performance met-

rics. These data streams are continuously 

logged and synchronized with the DPP, 

enabling dynamic lifecycle documenta-

tion and supporting decisions related to re-

pair, reuse, recycling, and remanufactur-

ing. 

• Data Interoperability Standards 

A key enabler of IoT–DPP integration is 

the adoption of common data models and 

interoperability protocols that ensure 

seamless communication between sys-

tems across value chains. This includes 

alignment with emerging standards such 

as the Asset Administration Shell (AAS) 

standard and support for cross-sectoral 

machine-readable DPP schemas. 
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Interoperability facilitates the secure ex-

change of static (e.g. product design, ma-

terial composition) and dynamic (e.g. con-

dition, usage, maintenance) data across 

platforms and stakeholders, ensuring sys-

tem compatibility and transparency. 

• Sustainability Metrics and Compliance 

Mechanisms 

To translate data into actionable insights, 

the framework incorporates standardized 

circularity indicators and compliance re-

porting mechanisms. These include met-

rics such as product lifespan extension, 

material recovery rates, energy efficiency 

scores, and carbon footprint reductions. 

Embedded within DPPs, these metrics 

provide visibility into performance against 

CE goals and support compliance with en-

vironmental regulations (e.g. eco-design 

directives, extended producer responsibil-

ity). Real-time monitoring via IoT enables 

continuous performance assessment and 

adaptive optimization. 

At the core of this framework lies the concept 

of a Smart Digital Circular Economy – a data-

centric model that uses the integration of IoT 

and DPP technologies to enable resource effi-

ciency, systemic traceability, product lifecy-

cle optimization, and sustainable waste man-

agement [2]. By harnessing both static prod-

uct data (e.g. design and materials) and dy-

namic operational data (e.g. usage and condi-

tion), this framework supports proactive, evi-

dence-based interventions across the entire 

product lifecycle [12]. 

In summary, the analysis of key IoT-driven 

use cases, combined with the development of 

a conceptual framework for IoT-DPP-CE in-

tegration, confirms the central research hy-

pothesis: “Integrating IoT with Digital Prod-

uct Passports (DPPs) enables a smart digital 

Circular Economy (SDCE) by enhancing sus-

tainability practices across the product lifecy-

cle”. 

The findings demonstrate that IoT technolo-

gies, when systematically integrated with DPP 

systems, provide real-time data flows, tracea-

bility, and lifecycle transparency that are es-

sential for operationalizing CE strategies. 

From product design and sustainable 

manufacturing to traceability, end-of-life re-

covery, and regulatory compliance, the syn-

ergy between IoT and DPPs facilitates data-

driven sustainability across pre-use, use, and 

post-use phases. The conceptual framework 

presented in this study thus offers both theo-

retical validation and practical guidance for 

advancing smart, connected, and sustainable 

circular systems. 

 

5 Conclusion 

This research explored the integration of IoT 

technologies with DPPs systems within the 

context of the CE strategies, aiming to en-

hance sustainability practices across the prod-

uct lifecycle. The study identified and mod-

eled a comprehensive set of IoT-driven use 

cases for DPPs implementation, demonstrat-

ing their applicability in improving traceabil-

ity, regulatory compliance, material recovery, 

and product lifecycle management. Further-

more, a conceptual framework was developed 

to guide the integration of IoT and DPPs in the 

CE context, emphasizing data interoperabil-

ity, circular automation, and real-time deci-

sion-making. 

This study contributes to both academic dis-

course and practical implementation by: 

• Providing a structured taxonomy of IoT-

enabled use cases for DPPs across dif-

ferent stages of the product lifecycle in 

CE context; 

• Proposing a conceptual framework that 

offers guidance to policymakers, indus-

try stakeholders, and researchers; 

• Highlighting the role of IoT in DPP eco-

system for enabling SDCE. 

While this research offers valuable theoretical 

insights, several limitations must be acknowl-

edged: 

• The reliance on a Systematic Literature 

Review method limits empirical valida-

tion and practical testing of the proposed 

framework; 

• Persistent challenges related to data 

standardization, security, and imple-

mentation costs remain underexplored 

in this study; 

• The proposed framework requires real-

world validation through pilot 
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deployments and longitudinal assess-

ments in industrial settings. 

To advance this work, future studies should 

focus on: 

• Empirical validation of the IoT–DPP in-

tegration through case studies and indus-

try-led pilot projects; 

• Exploring the integration of artificial in-

telligence and blockchain technologies 

to enhance circular data automation, 

data integrity, and decision support; 

• Investigating the influence of regulatory 

policies, sector-specific constraints, and 

adoption dynamics across various indus-

trial ecosystems. 

In conclusion, the integration of IoT and DPPs 

represents a transformative opportunity for 

enabling a data-driven SDCE. By leveraging 

digital infrastructures to enhance transpar-

ency, traceability, and sustainability perfor-

mance, IoT–DPP systems can significantly 

improve resource efficiency, support regula-

tory compliance, and promote responsible 

production and consumption. This research 

provides clarity for future interdisciplinary 

collaborations, encouraging academia, indus-

try, and policymakers to collectively shape the 

next generation of sustainable digital innova-

tion as well as digital transformation of circu-

lar economy practices and the circular trans-

formation of the digital economy. 
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